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Chapter 22

You have already been familiarized with the process of creating websites of your choice. However, only creating
a website is not enocugh if it is not secure from unwanted users. Such users can access and steal vital information
of other users, such as credit card numbers and email-ids. Considering these factors, it is necessary to secure the
websites from malicious users. To implement security, we must be able to track the users who visit the website
and allow only valid users to access the website resources. For tracking users, we need to cotlect the required
information (such as name, e-mail id, and contact no.) including username and password; users are required to
furnish username and password to authenticate them as valid registered users. To fulfill these tasks, we need to
create a user interface for authenticating the user, and displaying the desired page based on the roles or rights
given to the user. However, creating such forms or user interfaces with the help of standard ASP.NET server
controls is quite tedious and time-consuming,.

Microsoft realized the problem and developed a new series of server controls, called login controls. Using the
login controls, you can ensure that only authenticated users are allowed to access your website, without writing
a single line of code. The login controls have built-in functionality (called Membership service) for all the tasks
related to authentication and authorization of users. Login controls were introduced with ASP.NET 2.0 and are
also available with later versions of ASP.NET, which are ASP.NET 3.0 and 3.5.

In this chapter, we first provide a brief overview of the Membership service, which is an essential part of login
controls. We then explore the login controls, which provide a rich user interface to implement authentication and
authorization of users logging on to a website.

Sometimes, in general, login is also called Sign in and creating a user is also called Sign Up. Therefore, do not get
confused if you find these terms being used interchangeably in this chapter as well as in this book.

Introducing the Membership Service
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The Membership service is one of the important features of ASP.NET that helps you validate and store user
credentials. In order to authenticate users, the 1ogin centrols make use of the Membership service, in which
each user is provided with a unique username and password. There is a default Membership provider that is
configured automatically, while using login controls in a Web application. In short, ASP.NET Membership
service and login controls work simultaneously to achieve the goal of user registration and authentication.

The ASP.NET Membership service helps you implement following functionalities:

0O Helps create new users and passwords.

O Stores the membership information, such as username, password, e-mail address and other supporting
data, in data stores such as Microsoft SQL Server Database, Oracle Database, or XML file.

U Authenticates the visitors of the website.

O Helps manage passwords by creating, changing, and resetting them. It also includes a password-reset
system that takes a user-supplied question and response to reset the password of a user.

2 Exposes a unique identification system for authenticated users, which helps you in role-management and
personalizing websites.

Now let’s discuss all the login controls provided by ASP.NET. To use login controls in your website you can
simply drag-and-drop the control on the Web form.. The login controls are available under the Login tab in the
Toolbox of Visual Studio 2008 IDE. You can find the following controls under the Login tab:

Login

LoginView
LoginStatus
LoginName
PasswordRecovery
CreateUserWizard
ChangePassword
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The Login Control

The Login control provides a user interface that facilitates in authenticating users of a website on the basis of
username and password. The Login control can also be used for designing the Home page of a website. By
using the Login control on a Web page of any website, you can restrict access to other Web pages of the website
to authenticated users only. It can be done by redirecting only authenticated users to other Web pages of the
website.

The Login control is pr0v1ded by the Login class. The class hierarchy of the Logln class is as follows:
System.Object.. . . .- . .
System.web. UI conxro1
- System web.UT, Webcontro'ls webControl
& iU, WebControts Composi tecantrol

.27 Systém.web.UI.webControls. Login : ;
The Logln class contams various methods, properties, and events used to work with the LOgll’l control These
members enable you to customize Login control, such as displaying customized messages and creating links to
change password or recovering a forgotten password. The Login control contains built-in authentication logic;
however, you can create your own logic by handling the Authenticate event. Noteworthy methods of the
Login class are listed in Table 22.1:

Table 22.1: Notsworthy Methods of the Login Class

CreateChildControls { Creates individual controls of Login control and associate event handlers with

their events

OnAuthenticate Raises the Authenticate event to authenticate users

OnLeggedIn Raises the LoggedIn event when users log into a website after successful
authentication i

OnLocggingln Raises the LoggingIn event after users enter login information but before the

authentication completes

OnLoginError Raises the LoginError event when users fail to log in

Noteworthy properties of the Login class are listed in Table 22.2:

Table 22.2: Noteworthy Properties of the Login Class

BorderPadding Retrieves or specifies the padding of borders of Login control

CheckBoxStyle Retrieves the reference of the Style object to define the display settings of the
Remember Me check box _

CreateUserIconUrl Retrieves the location of an image to display the link for new users for
registration

CreateUserText Retrieves or specifies the text of a link to a registration page for new users

CreateUserUrl Retrieves or specifies the URL of the new user registration page

DestinationPageUrl Retrieves or specifies the URL of the page displayed to the user when a login
attempt is successful

DisplayRememberMe Retrieves or specifies the value that indicates whether to display the Remember
Me check box or not

FailureAction Retrieves or specifies the action that occurs when a login attempt fails

FailureText Retrieves or specifies the text displayed when a login atternpt fails
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| Table 22.2: Noteworthy Properties of the Login Class

InstructionTextStyle

Retrieves a reference of the TabieItemStyle object to define the style of the
instruction text

FailureTextStyle Retrieves the reference 5f style properties to define :l:e look of the.fai] ure text
HelpPagelIconUrl Retrieves the location of an image to display the link to the login help page
RelpPageText Retrieves or specifies the text of a link to the kogin help page
HelpPageUrl Retrieves or specifies the URL of the login help page ;
HyperLinkStyle Retrieves a reference to a collection of properties. that define the look of ;
hyperlinks in Login control ¢
InstructionText Retrieves or specifies the login instruction text for user }

lLayoutTemplate Retrieves or specifies the template to display Login control

LoginButtonImagelUrl Retrieves or specifies the URL of an image to use as the Login button

LoginButtonText Retrieves or specifies the text for the Login control's login button

Orientation Retrieves or specifies the value te specify the position of elements of Login §
control on the page i

Password Retrieves the password entered by the user

PasswordLabelText Retrieves or specifies the text of the label for the Password text box ) \'

PasswordRecoveryText

Retrieves or specifies the text of a link of the password recovery page

G-

PasswordRecoverylUrl

Retrieves or specifies the URL of the password recovery page

i FasswordRequiredErrorMessage

Retrieves or specifies the error message that is displayed when the password
field is left blank, this error message is also displayed in ValidationSummary
control

RememberMeText Retrieves or specifies the text of the label for the Remember Me check box

RememberMeSet Retrieves or specifies a value indicating whether to send a persistent
authentication cookie to the user’s browser

TitleText Retrieves or specifies the title of Login control

UserName Retrieves the username entered by user

UserNameLabelText Retrieves or specifies the text of the label for the User Narme text box

Noteworthy events of the Login class are listed in Tabie 22.3:

Table 22.3; Noteworthy Events of the Login class

login controls are made up of a combination of standard NET controls, which are as follows:

Authentiat Initiated hen a user is authenticated p
LoggedIn Initiated when users log into the website and have been authenticated §
LoggingIn Initiated when a user submits login information, before authentication takes E

place !
LoginError Initiated when a login error is detected ‘3
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Q Username Label and TextBox—Gathers the string, which is used to authenticate a user during the logging
process,

O Password Label and TextBox—Gathers the password as specified by the user. The Textbox control is
always encrypted to hide the user password from getting displayed in the plain text.
0  Leglin button —Submits the user’s request for authentication.

O Remember Me check box—Enables users to store their credentials as a persistent cookie on the uset’s
machine by selecting the displayed CheckBox control. It helps the user to enter the credentials {username
and password) the next time the user wants to log on.

Q@ Title and Instruction—Displays a text usually to guide users while accessing login controls. It
basically provides information about the controls displayed below it.

G Validators —Display the required field validators for validation of the user credentials.
Figure 22.1 displays login controls at design time:

Figure 22.1: Displaying Login Controls
After discussing the login controls, let’s move on to discuss the Loginview control.

The LoginView Control

The LoginView control is a Web server control, which is used to display two different views of a Web page of

any website, depending on whether the user has logged on to a Web page as a registered user or a visiter. The

LoginView control provides a way of altering the look of the page or showing different content to different

groups of users. This control has the built-in functionality to gather the current user’s status and roles, If the user

is authenticated, the control displays the appropriate information to the user with the help of its three view

templates, which are:

Q AnonymousTemplate —Displayed when the user is not logged in

O LoggedinTemplate — Displayed when the user is logged in

Q RoleGroups—Displayed when the user who has logged in, is a member of a specific role with defined role-
group templates

The LoginView control is provided by the Loginview class. The class hierarchy of the LoginView class is as

follows:

System.Object
System.Web.yI. controT o o :
System.Web. UL WebcontralsiLoginview
The LoginView class contains various methods, properties, and events used to work with the LoginView
control. Noteworthy methods of the Loginview class are listed in Table 22.4:

Table 22.4: Notewarthy Methods of the LoginView Class
DataBind Binds a data source to the Loginview control and all its child controls
Focus Specifies input focus to the LoginView control
OnviewChanged Raises the ViewChanged event after the LoginView control changes its view
] OnViewChanging Raises the ViewChanging event before the LoginView control changes its view
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Noteworthy properties of the Loginview class are listed in Table 22.5:

Table 22.5: Noteworthy Properties of the LoginView Class
B g sy oy -

AnonymousTemplate Retrieves or specifies the ternplate to display to users who are not logged into the website

Controls Retrieves the ControlCollection object that contains the child controls for the
LoginView control

EnableTheming Retrieves or specifies a value indicating whether themes can be applied to the Loginview !
control i

13

LoggedInTemplate Retrieves or specifies the template to display to website users who are logged into the |
website but are not members of one of the role groups specified in the RoleGroups :
property i

RoleGroups Retrieves a collection of role groups that assaciates content templates with particular roles |

SkinID Retrieves or specifies the skin to apply to the LoginView control 2

Noteworthy events of the Loginview class are listed in Table 22.6:

Table 22.6: Noteworthy Events of the LoginView Cla

ViewChanged Initiated after the view is changed

ViewChanging Initiated before when the view is in process to change

The Loginview control displays the AnonymousTemplate view by default; however, we can even design a
custom layout for the Loginview control as per the requirement. We can do so by adding any server controi
(such as Label and TextBox) to the empty region displayed on the LoginView control. You can simply drag-
and-drop the LoginView control from the toolbox to add it on a Web page. Figure 22.2 displays the LoginView
control at design time:

Figure 22.2: Displaying the LoginView Control
After discussing the LoginView control, let’s move on to discuss the LoginStatus control.

The LoginStatus Control

874

The LoginStatus control specifies whether or not a particular user has logged on to the website. The text
displayed on this control changes according to the login status of the user. When the user is not logged in, it
displays the Login text as a hyperlink that facilitates the user in navigating to the login page. For this, the
LoginStatus control use the authentication section of the web . conf ig file and retrieves the URL of the login
page. The LoginStatus control displays the Logout text as hyperlink when user is logged on to the website. As
soon as, the user clicks the Logout link, the LoginStatus conirol deletes the authentication information. The
LoginStatus control provides the following two views:

0 Logged Out—Displayed when the user is not logged in. In this view, it provides a link to the login page.
Q  Logged In—Displayed when the user is logged in. In this view, it provides a link to logout of the website.
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The LoginStatus control is provided by the LoginStatus class. The class hierarchy of the LoginStatus
class is as follows:
system,Object:
System.wWeb.UI. cOntrcﬂ S e :
- System.web.uI. wech:ntro1s webc:ontrol
Systéem.web.UI.wWebControls. campos1tec0ntro1

. ‘System.web.uI.webControls,Loginstatus
The Loglnstatus class contains various methods, properties, and events used to work with the LoginStatus
control. Noteworthy methods of the LoginStatus class are listed in Table 22.7;

Table 22.7: Noteworthy Methods of the LoginStatus Class

I
H
3

. ) AI

t CreateChildControls Creates the child controls to make the LoginStatus control !

OnLoggedout Raises the Loggedout event when the user clicks the logout link ‘
OnloggingQut Raises the OnLoggingIn event when the user clicks the logout link on the

LoginStatus control i

Noteworthy properties of the LoginStatus class are listed in Table 22.8:

Table 22.8: Noteworthy Properties of LoginStatus Class

LoginImageUrl Retrieves or specifies the URL of the image used for the login link

L]
LoginText Retrieves or specifies the text used for the Jogin link s
LogoutAction Retrieves or specifies a value to determine the action, when a user logs out of a

website with the LoginStatus controt

LogoutImagelUrl Retrieves or specifies the URL of the image used for the logout button H
LogoutPageUrl Retrieves or specifies the URL of the logout page §

i
LogoutText ‘ Retrieves or specifies the text used for the logout link £

Noteworthy events of the LoginStatus class are listed in Table 22.9:

Table 22 9: Noteworthy Events of the LoginStatus Class !

LeggingOut Initiated after the user has sent a logout request to the server by clicking the
logout link or button of the Login control

e rittaen B s 2

LoggedOut Initiated by the LoginStatus class when the user logout process completes

R

You can simply drag-and-drop the LoginStatus control from the toolbox to add it to a Web page. Figure 223
displays the LoginStatus control at design time:.

-

Figure 22.3: Displaying the LoginStatus Control
After discussing the LoginStatus control, let’s move on to the LoginName control.
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The LoginName Control

The LoginName control is responsible for displaying the name of the presently authenticated users. It uses
Page.User.Identity.Name to return the value for the user’s name. If there is no user logged in, then this
control is not displayed on the page. This control is provided by the LoginName class. The class hierarchy of the
LoginName class is as follows:
system.Object | oot o
System:web.ul.Contral .. i :
System.web.UI, webControls . webControl .
R System.web.UI.wWebControls. LoginName _ . s
The LoginName class does not contain any method, property or event that is not inherited from any other class,
such as the Control class. The only non-inherited property it contains is FormatString thatis used to display
format item string in the LoginName control. You can simply drag-and-drop this control from the toolbox to
add it on a Web page. Figure 22.4 displays the LoginName control at design time:

T e ..

opral

Figure 22.4; Displaying the LoginName Control
After discussing the LoginName control, let’s move on to discuss the PasswordRecovery control.

The PasswordRecovery Control
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The PasswordRecovery control is used to recover or reset the forgotten password of a user. This control does

not display the password on the browser, but sends the password as an e-mail message to the e-mail address

specified at the time of registration. This control also uses the Membership service to create or reset the

password. The PasswordRecovery control has the following three views:

0 UserName--In this view, the user is asked to enter its username for its password to be recovered.

O Question —In this view, the user is asked to enter the answer for its security question.

O Success—In this view, a message is displayed to the user, which specifies that the retrieved password has
been sent to the user.

To retrieve or reset passwords, you must set some properties of the ASP.NET Membership service. The

PasswordRecovery control uses the following configuration of the Membership service settings for retrieving

passwords:

U requiresQuestionAndAnswer —If this property is set to True, the user is required to answer a security
question, which was specified at the time of creating the user account through ASP.NET configuration
services.

O passwordrormat —If this property is set to ‘Hashed’, the password is in encrypted format. Therefore, this
control will not be able to retrieve the password, but just reset the password.

0 enablePasswordRetrieval—If this property is set to True, only then the Membership service allows
any Web control to retrieve the password.

Q enablePasswordReset —If this property is set to True, only then users are allow to reset their passwords.

The PasswordRecovery control is provided by the PasswordRecovery class. The class hierarchy of the
PasswordRecovery class is as follows:
-System.Object -
- 'System.Web.UI.cControl L o
- System.Web.UI.webCantrols.webControl . :
“System.web ;uI.webControls. CompositeControt
S R “System.webr, UL.WebControls.PasswordRecovery
The PasswordRecovery class contains various methods, properties and events used to work with the
PasswordRecovery control. Noteworthy methods of the PasswordRecovery class are listed in Table 22.10:
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' Tablé 22. 70: Noteworthy Methods of the PasswordRecovery Class

OnAnswerlookupErrar Raises the AnswerLookupError event when users’ answers do not match with the
answer stored in the website database

e i e e e g

OnSendingMail Raises the OnSendingMail event when the user is verified and the recovered password
is sent to the user

OnSendingMailError Raises the OnsendingMailError event when an e-mail message cannot be sent to the
: user
| TV — i
4 . : ®
¢ OnUserLookupError Raises the OnUserLookupError event when the entered username does not match with  :
P

any username stored in the website database

OnVerifyingAnswer Raises the OnVerifyingBnswer event before the users’ answets are sent to the
: Membership service provider to recover the forgotten password

OnVerifyingUser Raises the OnVerifyingUser event after submitting the username but before sending it
to the Membership service provider for verification

Noteworthy properties of the PasswordRecovery class are listed in Table 22.11:

. . e .
Table 22.11: Noteworthy Properties of the PasswordRecovery Class 3
Answer Retrieves the answer provided by the user to confirm the password recovery by the

valid user
AnswerLabelText Retrieves or specifies the label text for the password confirmation answer text box

¢ AnswerRequlredErrcrMessage Specifies a custom error message for the PasswordRecovery control, in case the

i user leaves the answer field blank
BorderPadding Retrieves or specifies the padding width inside the borders of the

] PasswordRecovery control

E + =

; FailureTextStyle Retrieves a reference to a collection of properties to define the look of the error text

% GeneralFailureText Retrieves or specifies the error message to display when there is a problem with the

Membership service provider for the PasswordRecovery control

¢ HelpPageIconUrl Retrieves the location of an image to display the link to the password recovery help

: i page S

T - T

! HelpPageText § Retrieves or specifies the text of a link to the password recovery help page :

Q HelpPageUrl Retrieves or specifies the URL of the password recovery help page :

. HyperLinkStyle Retrieves a reference to a collection of properties that define the look of hyperlinks

in the PasswordRecovery control

InstructionTextStyle Retrieves a reference of the style object to define the look of the explanatory text
in the PasswordRecovery control

B

LabelStyle Retrieves a collection of the style object to define the look of the TextBox
control’s labels in the PasswordRecovery control

MailDefinition Retrieves the characteristics of new e-mail messages sent to the user to recover the
password

MembershipProvider Used to get the reference of the Membership service provider, which is used to
gather user’s identity

Question Retrieves the password recovery question, which was provided by the user at the

time of registration
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QuesticnFailureTaxt

Table 22.11: Noteworthy Properties of the PasswordRecovery Class

R P NS .

Specifies a custom message for the PasswerdRecovery control ko be displayed
when the user provides an incorrect answer

QuestionTemplate Retrieves or specifies the template used to set the look of Question view of the .
PasswordRecovery control
QuestionTitleText Retrieves or specifies the title of the PasswordRecovery control when the control

is in the Question view

SubmitButtonImagelrl

Retrieves or specifies the image path that is used as the Button contro!

SubmitButtonStyle Retrieves the reference of style properties that are used to define the look of the
Button control

SubmitButtonText Retrieves or specifies the text to be displayed on the Button control

SubmitButtonType Retrieves or specifies the type of Button control that is used to render the
PasswordRecovery control

SuccessPageUrl Retrieves or specifies the URL of the page to be displayed if the forgotten password
is sent to the user’s e-mail id successfully

SuccessTemplate Retrieves or specifies the template for the PasswordRecovery control when it is i
in the Success view i

SuccessText Specifies a custom message for the PasswordRecovery control to be displayed in %
case the task of password recovery is accomplished successfully i

SuccessTextStyle Retrieves or specifies the style in which the Success text is to be displayed

UserName Retrieves or specifies the text to be displayed in the User Name text box

UserNameFailureText

Retrieves or specifies the text when a user enters an invalid username

UserNamelInstructionText

Retrieves or specifies the text in the PasswordRecovery control when it is in the
UserName view

UserNameLabelText

Retrieves or specifies the label for the User Name text box

UserNameReguiredErrorMessa
ge

e it

Retrieves or specifies the error message that is displayed when a user does not
enter any value in the User Name text box

UserNameTemplate

Retrieves or specifies the template used to display the UserName view of the
PasswordRecovery control

UserNameTitleText

Retrieves or specifies the title of the PasswordRecovery control when it is in the
UserName view
ValidatorTextStyle Retrieves or specifies the style properties that are used to define the look of the

error message of the Validator control i

NoteWorthy events of the PasswordRecovery class are listed in Table 22.12;

Table 22.12: Noteworthy Events of the PasswordRecovery Class

i e

AnswerLockupError Initiated when the user’s answer to the question is found incorrect i

SendingMail Initiated when the server is sending an e-mail containing the password
after the user’s answer is found correct

SendMailError Initiated when the SMTP Mail system throws an error while attempting to

send an e-mail message
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Table 22.12: Noteworthy Events of the PasswordRecovery Class

UserLockupError Initiated when the Membership provider cannot find the username entered
by the user

VerifyingAnswer Initiated when the user has submitted the answer to the password
recovery confirmation question

VerifyingUser Initiated when the validation of username by the Membership provider is
under process

You can simply drag-and-drop this control from the toolbox to add it to a Web page. Figure 22.5 displays the
PasswordRecovery control at design time:

Mw{m&uu AR
Lm\mr

Figure 22.5: Displaying the PasswordRecovery Control
After discussing the PasswordRecovery control, let’s move on to discuss the CreateUserWizard control.

The CreateUserWizard Control

The CreateUserWizard control uses the Membership service to create a new user in the Membership data
store. This control is an extended version of the already existing Wizard control. Being an extended control, the
CreateUserWizard control can be customized by using templates and style properties. The
CreateUserWizard control is provided by the CreateUserWizard class. The class hierarchy of the
CreateUserWizard cIass is as follows

< System, Obgect - U

‘ : S : L system Web T, wgbt:omtroh createUserm zard

The CreateUSEIWl zard class contains vatious methods, properties, and events. However, the methods of the
CreateUserWizard class are mostly inherited and the other non-inherited methods are not of much use.
Noteworthy properties of the CreateUserWizard class are listed in Table 22.13:

Table 22.13: Noteworthy Properties of the CreateUserWizard Class

ActiveStepIndex Retrieves or specifies the step that is currently displayed to the user. This is an

overridden property.

Answer Retrieves or specifies the end user’s answer to the password recovery
confirmation question.

AnswerLabelText Retrieves or specifies the text of the label of the password confirmation answer
text box.

AnswerRequiredErrorMessage Retrieves or specifies the error message shown when a user leaves the password

confirmation question unanswered.

hutoGeneratePassword Retrieves or specifies a value indicating whether or not to automatically
generate a password for the new user account.
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Table 22.13: Noteworthy Prbhenies of the 'C-rea

teUserWliérd Cla;;

£

§
s i o e

CompleteStep

Defines the final step of the process of creating the user.

CompleteSuccessText

Retrieves or specifies the text displayed when a website user account is created
successfully.

CompletaeSuccessTextStyle

Retrieves a reference to a collection of properties that define the look of the text H
displayed when a website user account is created successfully, |

ConfirmPassword

S5 M i 1 S A £

Retrieves the second password entered by the user.

ConfirmPasswordCompareErrorMes sage

s At B e o

Retrieves or speifies the error message to be displayed when the passwords in
the password text box and the confirm password do not match.

ConfirmPasswordLabelText

i

Retrieves or specifies the text of the label for the second password text box.

ConfirmPasswordRequiredErrorM
egsage

y
£

Retrieves or specifies the error message displayed when the user leaves the
confirm password text box empty,

ContinueButtonImageUrl

TR S

Retrieves or specifies the URL of an image to display the continue button. The
continue button is displayed as the final step of the process of creating user |
account, :

ContinueButtonityle

B
Retrieves a reference to a collection of properties that define the look of the
continue button,

ContinueButtonText

o ws -

ContinueButtonType

Retrieves or specifies the text caption displayed on the Continue button.

Retrieves or specifies the type of button rendered as the Continue button.

ContinuelDestinationPageUrl

Retrieves or specifies the URL of the page that the user will see after clicking the
Continue button on the success page.

CreateUserButtonlmagelrl

Retrieves or specifies the URL of an image displayed for the Create User button.

CreateUserButtonStyle

Retrieves a reference to a collection of properties that define the look of the
Create User button.

CreateUserButtonText

Retrieves or specifies the text caption displayed on the Create User button.

CreatelserButtonType

Retrieves or specifies the type of button rendered as the Create User button.

CreateUserStep

Retrieves a reference to the template, which will be used as a step in the process

DisableCreatedUser

of creating the user account.

Retrieves or specifies a value indicating whether the new user should be
allowed to log on to the website,

DisplaySideBar

Retrieves or specifies a value indicating whether to display the sidebar area of
the control. This is an overridden property.

DuplicateEmailErrorMessage

Retrieves or specifies the error message displayed when the user enters an e-
mai] address that is already in use in the Membership service provider.

DuplicateUserNameErrorMessage

Retrieves or specifies the error message displayed when the user enters a
username that is already in use in the Membership setvice provider.

BditProfilelconUrl Retrieves or specifies the URL of an image to display next to the link to the user
profile editing page.

EditProfileText Retrieves or specifies the text caption for the link to the user profile editing page.:.m

EditProfileUrl Retrieves or specifies the URL of the user profile editing page.

Email Retrieves or specifies the e-mail address entered by the user. 5

EmaillabelText E

Retrieves or specifies the text of the label for the e-mail text box.
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EmailRegularExpression

7
H

Retrieves or specifies a regular expression used to validate the e-mail address.

3
; EmailRegularExpressionErrorMe
; ssage

Retrieves or specifies the error message displayed when the entered e-mail
address does not pass the site’s criteria for e-mail addresses.

EmailReguiredErrorMessayge.

Retrieves or specifies the error message shown to the user when an e-mail
address is not entered in the e-mail text box,

ErrorMessageStyle Retrieves a reference to a collection of style properties that define the look of the
€rTor messages.

HelpPageIconUrl Retrieves or specifies the URL of an image to display next to the link to the help
page.

HelpPageText Retrieves or specifies the text for the link to the help page.

HelpPageUrl Retrieves or specifies the URL of the help page.

HyperlLinkStyle Retrieves or specifies a collection of properties that define the look of hyperlinks.

InstructionText Retrieves or specifies help text to create a new user account.

InstructionTextStyle

Retrieves a reference to a collection of properties that define the look of the
instruction text.

e,

InvalidAnswerErrorMessage

Retrieves or specifies the message displayed when the password retrieval
answer is not valid.

InvalidEmailEcrorMessage

Retrieves or specifies the message displayed when the entered e-mail address is
not valid.

InvalidPasswordErrorMessage

Retrieves or specifies the message displayed when the password entered is not
valid.

InvalidQuestionErrorMessage

Retrieves or specifies the message displayed when the password retrieval
question is not valid.

Labelstyle

Retri.e.ves a reference to a collection of properties that define the look of labels.

LoginCreatedUser Retrieves or specifies a value indicating whether the new user can login, after
creating the user account.
MailDefinition Retrieves a reference to a collection of properties that define the characteristics

of the e-mail message sent to new users.

MembershipProvider

Retrieves or specifies the Membership service provider called to create user
accounts,

Password Retrieves the password entered by the user.

PasswordHintStyle Retrieves a reference to a collection of properties that define the look of the text
that describes password requirements.

PasswordHintText Retrieves or specifies the text that describes password requirements.

PasswordLabelText Retrieves or specifies the text of the label for the password text box.

PasswordRegularExpression

Retrieves or specifies a regular expression used to validate the provided
password.

PasswordRegularExpressionErro
rMessage

Retrieves or specifies the error message shown when the password entered does
not conform to the specific pattern,

PasswordRequiredErrorMessage

Retrieves or specifies the text of the error message shown when the user does
not enter a password.
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Table 22.13: Noteworthy Praperties of the CreateUserWizard Class

Question Retrieves or specifies the password recovery confirmation question entered by
the user.

QuestionLabelText Retrieves or specifies the text of the label for the question text box.

QuestionRequiredErrorMessage Retrieves or specifies the error message that is displayed when the user does not
enter a password confirmation question.

RequireEmail Retrieves or specifies a value indicating whether an e-mail address is required
for the website user.

SkipLinkText Retrieves or specifies a value that is used to provide alternate text that notifies
screen readers to skip the sidebar area’s content. This is an overridden property

TextBoxStyle Retrieves a reference of style properties that define the look of TextBox controls.

TitleTextStyle Retrieves a reference of style properties that define the look of titles,

UnknownErrorMessage Retrieves or specifies the error message displayed when an error returned by the
Membership provider is not defined.

UserName Retrieves or specifies the username entered by the user.

UserNameLabelText Retrieves or specifies the text of the label for the User Name text box,

UserNameRequiredFrrorMessage Retrieves or specifies the error message displayved when the User Name text box

is left blank.

ValidatorTextStyle Retrieves a reference to the style object that allows you to set the look of the
validation error messages.

WizardSteps Retrieves a reference to a collection containing all the WizardStepBase objects
defined for the control. This is an overridden property.

Noteworthy events of the CreateUserWizard class are listed in Table 22.14:

rWizard Class
- v

v

Table 22.14: Noteworthy Events of the CreateUse

S

=
&

R & SR R sk

ContinueButtonClick Initiated when the user clicks the Continue button. The Continue button is
displayed as the final step of the user account creation process.

CreatedUser Initiated after the Membership service provider has created the new website
user account.

CreateUserError Initiated when the Membership service provider throws error while creating a
user account.

CreatingUser Initiated before the Membership service provider is called to create the user
account.

SendingMail Initiated before sending a confirmation e-mail on successful creation of a user.

SendMailError Initiated when there is an SMTP error while sending an e-mail to the new uset.

The CreateUserWizard control has a default collection of steps to gather user information. However, you can
also add additional steps to the Wizard in order to collect additional user information. The following are some of
the important components used to create steps of the CreateUserWizard control:

O CreateUserWizardStep—This is a pre-defined step that contains the user interface and the logic for
creating a new user.
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O CompleteWizardStep—This is a pre-defined step that displays the information whenever a user account
is created successfully.

0 Collection of Wizardsteps—This is a collection of all the user-defined steps that are displayed one by one
during the process of creating a user. Though, there can be multiple steps, only one step is displayed at a
given time.

U Navigation Buttons—These buttons are present in the navigation area below each WizardStep. The
navigation buttons allow users to go to the next and the previous steps in the CreateUserWizard control.

0 SideBar—This is an optional component. It is responsible for listing all the WizardSteps steps and,
therefore, enabling users to randomly access any of the WizardSteps steps.

O FHeader —This is alsc an optional component. It provides users with the information regarding each step. It
is present at the top of the wizard.

You can simply drag-and-drop this control from the toolbox to add it on a Web page. Figure 22.6 displays the

CreateUserWizard control at desugn time:
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Figure 22.6: Displaying the CreateUserWizard Control
After discussing the CreateUserWizard control, let’s move on to discuss the ChangePassword control.

The ChangePassword Control

The ChangePassword control allows the users to change their password. This control prompts users to provide
the current password first and then set the new password. If the old password is not correct, the new password
cannot be set. This control also facilitates in sending e-mails to users about the new password. The
ChangePassword control is provided by the ChangePassword class. The class hierarchy of the
ChangePassword class is as follows: '
Systen.Object . :
system.wWeb,.UT. cuntroi SRE T
System web. Uz.webcontro'fs webcontroT
: . SyStem.Web.yI, wabf:ontro}s Compositecontrol

B Systea.weh.UI.webControls. ChangePassword
The ChangePassword class contains various methods, properties, and events. However, the methods of the
ChangePassword class are mostly inherited and the other non-inherited methods are not very useful.
Noteworthy properties of the ChangePassword class are listed in Table 22.15;

Table 22.15: Noteworthy Properties of the ChangePassword Class

BorderPadding Retrieves or specifies the amount of padding, in pixels, inside the border and the
designated area for the ChangePassword control.

CancelButtonImageUrl Retrieves or specifies the URL of an image to display with.the Cancel button, if the
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22.15: Noteworthy Properties of the ChangePassword Class ' : _‘

Cancel button is configured by the CancelButtonType property to be an image

button. :
CancelButtonStyle Retrieves a reference of style properties to define the look of the Cancel button on
the ChangePassword control.
CancelButtonText Retrieves or specifies the text displayed on the Cancel button.
CancelButtonType Retrieves or specifies the type of button to use for the Cancel button when

customizing the ChangePassword control,

CancelDestinationPageUrl

Retrieves or specifies the URL of the page that the user is shown after clicking the
Cancel button in the ChangePassword control.

ChangePasswordButtonImageUrl

Retrieves or specifies the URL. of an image displayed next to the Change Password
button on the ChangePassword control if the Change Password button is
configured through ChangePasswordButtonType property to be an image
button.

ChangePasswordButtonStyle

Retrieves a reference to a collection of style properties to define the look of the
Change Password button.

ChangePasswordButtonText

Retrieves or specifies the text displayed on the Change Password button.

ChangePasswordButtonType

Retrieves or specifies the type of button to use when rendering the Change
Password button.

ChangePasswordFailureText

Retrieves or specifies the message that is shown when the user’s password is not
changed.

ChangePasswordTemplate

Retrieves or specifies the ITemplate object used to display the Change Password
view of the ChangePassword control.

ChangePasswordTemplate
Container

Retrieves the container that a ChangsPassword control uses to create an instance
of the ChangePasswordTemplate template. This provides programmatic access
to child controls.

ChangePasswordTitleText

g
oo
Retrieves or specifies the text displayed at the top of the ChangePassword control !
in the Change Password view.

ConfirmNewPassword

Retrieves the value of Confirm new password text box.

ConfirmNewPasswordLabelText

Retrieves or specifies the label text for the Conf i rmNewPassword text box.

ConfirmPasswordCompareError
Message

Retrieves or specifies the message that is displayed when the new password and
the duplicate password are not identical.

ConfirmPasswordRequiredError
Message

Retrieves or specifies the error message that is displayed when the Confirm New
Password text box is left blank.

ContinueButtonImagelrl

Retrieves or specifies the URL of an image to use for the Continue button on the
Success view of the ChangePassword control if the Continue button is configured
by the ContinueButtonType property to be an image button.

ContinueButtonStyle

Retrieves a reference of style properties to define the look of Continue button on
the Success view of the ChangePassword control.

ContinueButtonText

Retrieves or specifies the text of Continue button in the Success view of the
ChangePassword control.

ContinueButtonType

Retrieves or specifies the type of button to use when rendering the Continue
button for the ChangePassword control. ’

ContinueDestinationPageUrl

§
.
H

Retrieves or specifies the URL of the page that the user will see after clicking the
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Table 22.15: Noteworthy Properties of the ChangePassword Class

Continue button on the Success view.

CreateUserIconUrl Retrieves or specifies the URL of an image to display next to the link of the Web
page that contains a CreateUserWizard control for the website.

CreateUserText Retrieves or specifies the text of the link to the Web page that contains a
CreateUserWizard control for the website,

CreateUserUrl Retrieves or specifies the URL of the Web page that contains a
CreateUserWizard control for the website.

CurrentPassword Retrieves the current password of the user.

DisplayUseriName Retrieves or specifies a value indicating whether the ChangePassword control
should display the UserName control and label.

EditProfileIconUrl Retrieves or specifies the URL of an image to display next to the link to the user
profile editing page.

EditProfileText Retrieves or specifies the text of the link to the user profile editing page.

EditProfileUrl Retrieves or specifies the URL of the user profile editing page.

FailureTextStyle Retrieves a reference of style properties to define the look of error messages on the
ChangePassword control.

HelpPagelconUrl Retrieves or specifies the URL of an image to display next to the Change Password
help page.

HelpPageText Retrieves or specifies the link text to the Change Password help page.

HelpPageUrl Retrieves or specifies the URL of the Change Password help page for the website.

HyperLinkStyle Retrieves a reference of style properties that define the look of hyperlinks on the
ChangePassword control.

InstructionText Retrieves or specifies informational text that appears on the ChangePassword

control between the ChangePasswordTitleText and the input boxes.

InstructionTextStyle

Retrieves a reference of style properties that define the look of the instructional
text on the ChangePassword control.

LabelStyle Retrieves a reference of style objects that define the look of text box labels on the
ChangePassword control.

MailDefinition Retrieves a reference to a collection of properties that define the e-mail message
that is sent to the users after they have changed their password.

MembershipProvider Retrieves or specifies the Membership provider that is used to manage member
information.

NewPassword Retrieves the new password entered by the user.

NewPasswordLabelText

Retrieves or specifies the label text for the New Password text box.

NewPasswordRegularExpression

Retrieves or specifies the regular expression that is used to validate the password
provided by users.

NewPasswordRegularExpression
ErrorMessage

Retrieves or specifies the error message that is displayed when the password
entered does not match with the regular expression defined in the
NewPasswordReqularExpression property.

NewPasswordRequiredError
Message

Retrieves or specifies the error message that is displayed when the user leaves the
New Password text box empty.

PasswordHintStyle

Retrieves a reference of style properties that define the appearance of
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Table 22.15: Noteworthy Properties of the ChangePassword Class

informational text that appears on the ChangePassword control.

PassworcdHintText Retrieves or specifies the informational text about the requitements for creating a
password for the website.
PasswordLabelText Retrieves or specifies the label text for the Current Password text box.

PasswordRecoveryIconUrl

Retrieves or specifies the URL of an image to display next to a link of the Web
page that contains the PasswordRecovery control.

PasswordRecoveryText

Retrieves or specifies the text of the link of the Web page that contains the
PasswordRecovery control.

PasswordRecoveryUrl

Retrieves or specifies the URL of the Web page that contains the
PasswordRecovery control.

PasswordRequiredErrorMessage

Retrieves or specifies the error message that is displayed when users leave the
Current Password text box empty.

SuccessPageUrl Retrieves or specifies the URL of the page that is shown to users after successfully
changing the password.
SuccessTemplate Retrieves or specifies the ITermplate object that is used to display the Success and

Change Password views of the ChangePassword control.

SuccessTemplateContainer

Retrieves the container that a ChangePassword control used to create an instance
of the SuccessTemplate template. This provides programmatic access to child
controls.

SuccessText Retrieves or specifies the text that is displayed on the Success view between the
SuccessTitleText and the Continue button.

SuccessTextStyle Retrieves style properties to define the look of text on the Success view.

SuccessTitleText Retrieves or specifies the title of the Success view.

TextBoxStyle Retrieves a reference of style properties that define the look of TextBox controls on
the ChangePassword control.

TitleTextStyle Retrieves a reference of style properties that define the look of titles on the
ChangePassword control.

UserName Retrieves or specifies the username for which the password is to be changed.

UserNameLabelText Retrieves or specifies the label for the User Name text box,

UserNameRequiredErrorMessage

Retrieves or specifies the error message that is displayed when the user leaves the
User Name text box empty.

ValidatorTextStyle

Retrieves a reference of style properties that define the look of error messages that
are associated with anty input validation used by the ChangePasswozd control,

Noteworthy events of the ChangePassword class are listed in Table 22.16:

Table 22.16: Noteworthy Events of the ChangePassword Ciass

CancelButtonClick

Initiated when the user clicks the Cancel button to cancel the changing of a password

ChangedPassword

Initiated when the password is changed for a user account

ChangePasswordError

Initiated when there is an error in changing the password for the user account

ChangingPassword

Initiated before the password for a user account is changed
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Table 22.16: Noteworthy Events of the ChangePassword Class

ContinueButtonClick Initiated when the user clicks the Contirue button

SendingMail Initiated before the user is sent an e-mail confirmation that the password has been changed
SendMailError Initiated when there is an SMTP error sending an e-mail message to the user

You can simply drag-and-drop the ChangePassword control from the toolbox to add it on a Web page.
Figure 22.7 displays the ChangePassword control at design time:

f ; Canvedto Yenplate
: Adminater Wabsite

Figure 22.7: Dispiaying the ChangePassword Control

Now that you have become familiar with the login controls and their respective methods, properties, and events,
let’s move ahead and learn to implement some of these controls in an application.

Implementing Authentication in ASP.NET Using Login Controls

As we have already discussed, the login controls are a new set of controls that allow you to easily create a well-
functioning login page for a website. We have created a simple website to depict the power of login
controls. In this website, we have added two Web forms, which are login.aspx and welcome.aspx and deleted
the Default.aspx page. The welcome.aspx is accessible when a user successfully logs on through the login.aspx
page. You can find this code of LoginControlExampleAppVB application in the Code\ASP.NET\Chapter
20\ LoginControlExampleAppVB folder on the CD. Let's now perform the following steps to learn about the
implementation of authentication logic to validate users before allowing them to log on to the website:

1. Place a Login control on your form and change the Auto Format optionto Professional to make it
look similar to Figure 22.8:

User Name:] =
Password:| .
T Remember me next time.

Flgure 22 8: Showing 2 Login Controlon a Web Form

2. Now, click the Show Smart Tag () at the top right corner of the Login control to display, its smart tag and
select the Administer Website option, as shown in Figure 22.9:
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Figure 22.9: Using the Login Control's Smart tag

When you click the Show Smart Tag, the ASP.NET Web Site Administration Tool page opens. Now, there are
several ways of adding user information in the database to authenticate and configure users and assign

appropriate permissions, but we will select the wizard to do so, because it provides a step-by-step approach to
authenticate and configure users,

3. Click the Security tab and then click the Use the security Setup Wizard to configure
security step by step link, as shown in Figure 22.10:

You can use the Web Site Administration Too! to manage ad the security settings for
your application. You can set up users and gasswords {authertication;, craate roles

’ {groups of users}, and create permissions {rifas for controfing access to parts of your
apphication’.

By defaull, user information is stered in & Microsoft SQL Server Express database in the
Data folder of your Web sita. IF you want to store usar information i a different
databass, uwe the Provider tab to sehect a diffarent provider. :

Use the sacurity Setbp Wizard to configyre sequnty step by step,

Chek the links in the table to manage the settings for your applcation.
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Figure 22.10: Displaying the Web Site Administration Tool Page
4. The Welcome page appears; click the Continue button,

5. We want our website to authenticate users who are trying to access it over the Internet. For this, select the
From the internet radio button, as shown in Figure 22.11:
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Figure 22.11: Selecting the Access Method of the Users

The next step is to register users with their respective credentials, including username and password. This
information is asked for at the time of accessing the website. If the user enters the wrong username or password,
an error message will be shown, and if the correct username and password are entered, then the user will be
allowed to access the website.

6.

7.

Add any number of users you want. However, remember that the password of each user must have one

numeric character, one special character, and the rest of the string must not be the username.

After entering all the details, click the Create User button. Figure 2212 shows how to enter the user

information:

Confiom

Securlty

7 Actwe User

Password.
Password:
" E-mail
Guestion: o aim
Security Answer.

Add & user By wATeriEg the Laer's I password. and £-mav on Dus page. You
can abto KpEcH) 3 UESON wih an arisw Ar that the user Must gve Then
rasatting 3 passward or requestmg 3 forgetten passwond.

Create Her

Sign Up for Your New Account
User Name:

T R okt Prtectas M

Figure 22.12: Adding Users for Authentication

Now, we define roles for the users we just created and then assign permissions to each role. You can assign
permission to individual users as well.
Allow access to all the users by selecting the A11 Users and Allow radio buttons, and click the Add
This Rule button, as shown in Figure 22.13:
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Figure 22.13: Specifying Permission for the Users

All the information regarding users and permissions that you create using the ASP.NET Web Site Administration Tool is
stored in the database file called ASPNETDB.MDF, which you can find in the App_Data folder present under the
application folder.

9. Now, click the Next button to complete the process of creating user and assigning permissions.

Now, let’s discuss a hypothetical case here, where we are allowed to access a page, say, welcome.aspx, only if
the authentication is successful, we added in the previous steps. This page (welcome . aspx) is indicative of the
resources that you want to protect from unauthorized users. If you are working on 115 7 instead of the builtin
Web server, you have to disable the Anonymous Authentication mode and enable the Windows
Authentication mode. For this, select IIS manager and then select Authentication from the IS group.
Select the Anonymous Authentication mode and click the Disable option from the Actions navigation bar.
Enable the Forms Authentication and Windows Authentication modes in the same manner, as shown in
Figure 22.14:

When you enable the Windows Authentication mode after enabling the Forms Authentication mode, the IS manger will
show an error that the Forms Authentication and Windows Authentication modes cannot be enablod simultaneously.

However, you should proceed further as ogin control work for the Forms Authentication mode (Figure 22.14)}
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Figure 22.14: Selecting Authentication Method for the Website
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10. Click the Close button to close the Internet Information Services (IS} Manager window.

The next step is to create the page that can be accessed only by the authenticated users.

11. Go to the login.aspx page and set the DestinationPageUrl property of the Loginl control to
welcome.aspx page. You can find the code for the 1ogin.aspx page in the Listing 22.1:

in.aspx page

Listi

4y

12. Now, navigate to the welcome.aspx page, select the LoginStatus control, and set the LogoutAction
property to RedirectToLoginPage and the LogoutPageUrl property to the login.aspx page. You

can find the code for the welcome . aspx page in the Listing 22.2:
Listing 22.2: Showing the ¢
-, -<IDOCTYPE htm] PUBLIC

U RRER Dy /A W3 oG/ TR
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13. Now, right<lick the login.aspx in Solution Ex
context menu.

14. Finally, press the F5 key to run the application. The output is shown in Figure 22.15:

User Name:
Password
IIRemember me next time.

: Loy m i

o Promcted Modes On o v

Figure 22.15: Authenticating Users Using Login Controls
13. Enter the username and password that you have specified while creating the user account and click the Log
In button to log on; in our case, the username is testuser and password is abc@123.

16.  After successful authentication, a page named welcome . aspx will appear, as shown in Figure 22 16:
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Figure 22.16: Showing a Successfully Authenticated User

However, if the login information is incorrect, then an error message will be displayed, as shown in Figure 22.17:

«:Remember me next tine
Your fogin attampt was not
successful. Pleasa Lry again.
L

7 vt b & -

Figure 22.17: Displaying a Failed Authentication

Summary

In this chapter, you have learned about the Membership service provider and ASP.NET login controls, which are
used together for authentication and authorization of website users and also enable you to create a secure
website. The login conirols you learned are Login, LoginView, LoginStatus, LoginName, PasswordRecovery,
CreateUserWizard, and ChangePassword. In addition, you have also learned to implement these login controls
in an application. In the next chapter, you will learn about master pages and themes.

_Quick Revise

Q1.

Ans:

Q2

Q3.

Why login Controls are used in an ASP.NET website?

Login controls are used to provide a robust login solution for websites without writing a single line of
code. These controls allow you to itnplement security in a website, with the help of authentication and
authorization. The login controls are first Introduced with Visual Studio 2005 IDE and are also part of
Visual Studio 2008 IDE.

What are the variocus login controls you can find in Visual Studio 2008 IDE?

You can find the following login controls in the Visual Studio 2008 IDE, under the Login tab of the
Toolbox:

Q Login

LoginName

LoginStatus
~LoginView

PasswordRecovery

CreateUserWizard

ChangePassword

What do you understand by authentication and authorization?

The process of recognizing the identity of a uset is known as authentication. The authorization is performed
with the help of username and password. Once the user is logged on to the website, the user is provided
access to various resources, such as databases and printers, to the authenticated users. The process of

gocoooQ
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Ans:

Q5.

Qé.
Ans:

Q7.
Ans:

Ans:

2

Qlo.

894

proving access to various website resources is known as authorization. We can also say, that authentication
and authorization are used to secure your website and its resources from ANONYmMous users.

What do you understand by user accounts and how it is created?

The user can login to the website with the help of username and password, this username and password
1s provided by registering user with the website, The process of registering user is called creating a user
account. A user account generally stores username, password, e-mail address and other necessary
information about the user. The Visual Studio 2008 IDE provides a powerful tool called ASP.NET
Website Administration Tool, for user accounts of an ASP,.NET website.

What is the Login control? How it is helpful to restrict access of unauthorized users?

The Login control is a Web Server control that provides a user interface for authenticating users of a
website. This control accepts a user id and a password, which are used to authenticate the user of the
website. Generally, the Login contral is used in designing the Home page for a website. By using the
Login control on a Web page of any website, you can restrict access to other Web pages of the website for
unauthenticated users. It can be done by redirecting only authenticated users to any of those Web pages
of the website.

How can you redirect an authenticated user to another page of the website using the Login control?

At time the user visits the website, the user is asked to enter username and password to authenticate
user. After successful authentication the user must be redirected to the Web page from where the user
can continue its interaction with the website. For this, you can use the Destination PageUrl property
of the Login control and specify the address of the Web page (to which the user should be redirected) as
value of this property,

Why the LoginName control is used in a ASP.NET website?

The LoginName control is a Web Server control that displays the user id of the currently logged in user.
The user id is displayed only for the authenticated users. You can edit the look and feel of the user id by
changing the font and other formatting properties of this control. Moreover you can also the
ApplyStyleSheetSkin method to apply a predefined style (skin) to format the display of user id.
Give a brief description of the LoginStatus control.

The LoginStatus control is a Web Server control that displays text on itself specifying whether or not the

user of the website is currently logged in. The text displayed on this control changes according to the

logged in status of the user. The LoginStatus control has the following two views:

Q Logged Out—lt is displayed when the user is not logged in. In this view, the text Login is displayed
on the LoginStatus control. You can specify your own text by using the LoginText property.

O Logged In—It is displayed when the user is logged in. In this view, the text Logout is displayed on
the LoginStatus control. You can specify your own text by using the LogoutText property.

How the PasswordRecovery control is used to recover the forgotten password?

The PasswordRecovery control is a Web server control that provides a user interface for recovering or

resetting a forgotten password. Passwords recovered by using the PasswordRecovery control are sent to

the e-mail addresses of the concerned users, specified at the time of creating the user account. The

PasswordRecovery control has the following three views:

O  UserName—In this view, the user is asked to enter the user name to recover the password.

O Question—In this view, the security question is displayed and user is asked to enter the answer Tor
its security question.

O  Success—In this view, a message is displayed to the user that specifies that the retrieved password
has been sent to the user.

What settings you have to do for retrieving the password using the PasswordRecovery control

through an e-mail?

The PasswordRecovery control through an e-mail only when you have configured the virtual SMTP e

mail server through ASP.NET Web Site Administration Tool or by specifying required information in the

web.config file. For this you have to specify Server name, Server Port, Authentication type, e-mail id of

the sender and its corresponding password.
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A consistent look and feel is more of a necessity than a luxury for real-world Web applications, However,
ensuring a consistent look and feel for the pages in Web applications has not always been easy. In ASP.NET 3.5,
developers can incorporate consistent look and feel in their applications by using features such as master pages
and themes.

The concept of a master page is all about incorporating visual inheritance in Web applications. In other words,
you define the layout of a Web page once, and all the pages of Web applications inherit that layout. When you
create a master page, what you actually do is create a template page, based on which all the other pages are
derived. Therefore, all pages in the Web application inherit some common sections of that master page, which
Iaintains consistency in the Web application.

In addition to master pages, there is another outstanding concept of ASP.NET 3.5—themes. A theme is a
collection of settings for the controls and Web pages that defines their appearance. These themes are applied
across all the pages in a Web application to maintain a consistent appearance,

In this chapter, we explore the need for master pages and themes. We then discuss the concepts of master pages
and themes in detail.

Need for Master Pages and Themes

When you want to create Web pages that contain some common elements and customize the properties of
different controls, such as But tons, TextBox, and Labels, master pages and themes are needed. For example,
you want to create a website for your company in which all the Web pages have a header stating the company
name and all the buttons on the Web pages are of blue color. You can create this website by using master pages
and themes.

Master page is a feature in ASP.NET 3.5 that helps define the overall layout of a Web application and reuse the
defined layout in all the pages derived from the master page. A master page contains markups and controls that
you can share across different Web pages of your website. This makes your website more manageable and also
avoids the duplication of code. To understand the need of master pages, let’s consider a scenario.

Suppose you want to include a navigation bar at a common place in all the Web pages of your website. If you are
not using a master page, you will have to copy and paste the code for the commen navigation bar on each page,
which obviously is a tedious and time-consuming process. Also, if later you want to change the navigation bar
slightly, then you will have to manually change the navigation bar code in all the pages of the Web application.
Therefore, this does not seem to be a right way to bring consistency in your applications. However, if you are
using master pages, you just need to include the navigation bar code in the master page, and all the Web pages
will inherit it. It means no overhead of copying and pasting the code in different pages is required. Themes are
needed when you want to keep the style and layout information files separate from other website files.

Understanding Master Pages

896

A master page defines the overall layout of a Web application and all the pages are derived from this master
page. A master page can contain markups, controls, banners, navigation menus, and other elements that you
want to include in all the pages of your website. The Web pages that inherit the properties defined in master
pages are called content pages. The content pages display their own properties as well as the properties inherited
from master pages. The following are the key functions of a master page:

O  Defining common properties of a website, such as banners, navigation menus, and other elements that can
be accessed by the content pages

Q  Allowing a single or multiple content pages to access single or multiple master pages

0  Displaying the content of each content page in the content placeholder of the master pages

To create a master page for a website, identify the controls that you want to display on all the pages and then
add these controls to the master page. You then create the ContentPlaceHolder control for the master page to
place the content of the Web pages. When this website is executed, then the layout of the master page and the
content in ContentPlaceHolder control are merged to display the output of the Web page.
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A master page can contain muitiple ConteniPlaceHolders.

‘There are two types of master pages — Simple Master Page and Nested Master Page.

Simple Master Page

A simple master page lets you simplify your Web site design by creating master pages and the content pages.
You don’t need to create the submaster pages. The submaster pages are needed when you use the nested master
pages. A simple master page is a page that is combined with the content page to display the combined page. The
concept of simple master and content pages can be better visualized with the help of Figure 23.1:

Figure 23.1: The block diagram of a combined page

As, you can see in the above figure, the master and content pages are combined together to generate a single
page that inherits its properties from both the pages.

Creating Master Pages

As we have already mentioned, the need for creating master pages arises when you want to incorporate a
common look and feel across all the pages of a website. By creating a master page, we actually create a template
that is referred to by all the content pages of the Web application A master page has a .master extension, while
a content page has the. aspx extension.

Master pages can be created in a simple text editor, such as a Notepad, or by using tools, such as Visual Web
Developer (VWD) Express Edition, or Microsoft Visual Studio 2008. There are two types of master pages, Simple
and Nested. In the case of simple master pages, when a user requests for the Web page, the content page is
displayed with the properties inherited from a simple master page. To create simple master pages, you need to
create a master page and then a content page that inherits the properties of the master page. However, nested
master pages are slightly different. They are created with a master page, submaster page(s), and content page(s).
The submaster pages inherit properties of the master pages and content pages inherit properties of the
submaster pages. To create nested master pages, you need to create master pages, submaster pages, and content
pages that inherit the properties of both master and submaster pages. Now, let’s delve deeper into this.

Simple Master Pages
Now, let's put the concept of simple master page into practice. We create a Web application named
MyOrganizationVB that creates a master page, and a content page that inherits the created master page. You
can find the code of MyOrganizationVE application in the Code\ ASP.NET\ Chapter 23\MyOrganizationVB
folder on the CD. To do so, follow these steps:
1. After creating the MyOrganizationVe Web application, you need to add a master page.

2. To add a master page, select the Master Page option from the Templates pane of the Add New Item dialog
box and click the OK button. The MasterPage .master page opens on Visual Studio 2008.
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3. Now, add the code, as shown in Listing 23.1, to the MasterPage .master page:
Listing 23.1: Code for the MasterPage .master Page
<% Master Language="VB" CodeFile="Mastere; ge.master.:

-Inherits="MasterPage™ %>

<IDOCTYPE him] PUBLIC. *-//#3C//BTD XHTML 1.0 Transitional//en"
- Retps/ fewe w3 0T /TR bt 1]mthm1j1—:_r;nsjt;iqna g{",

«link
| </heas
‘<fors 10="forst” ry

The preceding listing adds some text at the top and bottom of the master page and adds Image control through
which we can display an image on the Web page. An important thing to note in the preceding listing is that there
isa ContentPlaceHolder tag, which defines an area for the content pages to place their content.

You can place multiple ContentPlaceHolder tags in a master page. You must also ensure that you add the

logo image to the directory structure of the MyOrganizationVvs application. Figure 23.2 shows the master page
in the Design view:
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Figure 23.2: Design View of the Master Page
4. Now, you need to create a content page to inherit the properties of the master page. A content page is
created in the same way as any other .aspx page is created, with a little difference in that you need to
select the Select master page check box in the Add New Item dialog box while creating the content page, as
shown in Figure 23.3:

5 Wb Foma 5 s Page

<R #DOFET Puta Stonce KOG HEY ety Data Mokt
AR Clhert £ ortral AR Ut Ubeary

5 AU, et Forrm. A mrbied WCF Service
bt LY B Clan Duagram

2§ DS 3 Ganmar Handber

I HTAL Page A eyt Fie

i Report £d Repant wisaes

i n gy 3 Sk e

K] Stk S o Tew Foie.

W Coafiquaation Fie. Al Wb Senrce

B et N0 Fle

oA, Vlbct cacke m sepriama e

Figure 23,3: Showing the Add New ltem Dialog Box
5. Click the Add button. The Select a Master Page dialog box appears, as shown in Figure 23.4:

Figure 23.4: The Select a Master Page Dialog Box
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The Select a Master Page dialog box allows you to select the master page from which your content page
(Default.aspx) inherits its properties.

6. Select the MasterPage.master option and click on the OK button (Figure 23.4). The Default .aspx page
appears in VISUAL STUDIO 2008.

Note S

We have deleted the default page, Default.aspx, created automatically when you create a new Web application because
it does not inherit the properties of the Master page.

7.  Now, add the code, as shown in Listing 23.2, to the Default.aspx page:
Listing 23.2: Code for the Default.aspx Page
<K@ PADE: LAnguape="va" AutoEventwireup="false™

gu'l/MASTEF PAQE a5
Fitle=-"Cont

8. Add the code, as shown in Listing 23.3, to the code-behind file of the Default.aspx page:
Listing 23.3: Code for the Code-Behind File of the Default.aspx Page
wopgrtial.Class pefaule o

oendclass o R A e

9. Now, run the MyOrganizationVB Web application. The ASP.NET engine combines both the content and

master pages to generate a single combined page. You can see the final output of the Web application in
Figure 23.5:

ISR iy
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Nested Master Pages

The concept of nested master pages is very much the same as that of simple master pages. The only difference is
that the nested master pages are used in websites that have several hierarchical levels. You can best visualize the
concept of nested master pages with the help of Figure 23.6:

Figure 23.6: The Block Diagram of the Nested Master Page

In the preceding figure, an application can have a number of master pages depending on the level of hierarchy it
incorporates.

Creating Nested Master Pages

To elaborate further on the concept of nested master pages, let’s go back to the MyOrganizationVB application
that we had created earlier. In that application, we had used a single master and a content page. Now, we will
add another master page to it. You can find this modified application as MyOrganigationNestedVB. You
can find the code of MyOrganizationNestedVB application in the Code\ASP.NET\Chapter
23\MyOrganizationNestedVB folder on the CD. To create a new submaster page that inherits the
properties of the main master page, you need to select the Select master page check box in the Add New Item
dialog box (shown earlier in Figure 23.3). We name this submaster page hrd.master. Now, add the code, as
shown in Listing 23.4, to the hrd .master page:

Listing 23.4: Code for the hrd.master Page

You also need to make the following changes in the Page directive of the Default.aspx page, as shown in
Listing 23.5:
L:shng 23.5: Code for the Default. - aspx Page
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ARSPIBULLON TD="Buttonl" rupat="server" Text="CTick to Submit”. /s

Now, let’s build and execute the application and click the Click to Submit button to call the click event of the
button. Figure 23.7 shows the output after clicking the button on the Web page:

Enler your nama i tha text box
Testliser

[ e e
You hava snrarad TestUser

B G TR
Figure 23.7: The MyOrganizationNestedV8 Application at Work

In the preceding figure, the contents and layout of the MasterPage, hrd, and Default pages are combined
together to generate a single page.

Configuring Master Pages

To associate a content page with a master page, you need to either specify the name of the master page in the
content page by using the <%@ Page%> directive, or specify the name of the master file in the Web application
configuration file. Using configuration files to associate a content page with a master page helps you to easily
maintain your website, because the configuration files provide a single location to change the master page
associated with multiple content pages.

For example, to use the configuration file to associate the MasterPage .master page with the Default.aspx
content page, open the web.config file of your website, and then write the following code in the
<system.web> section of the configuration file:

After adding the preceding code, you are not required to exclusively set the MasterPageFile attribute in the
Page directive of the Default.aspx page. However, the following points must be considered while configuring
master pages:

O  Master page included in the content page by using the <%@ Page%> directive has higher precedence over
the associated master pages by using the web.config file. If the master file is configured using both
methods, the master page path mentioned in the content page overrides the master page defined in the

; web.config file.

Q' If a website contains multiple web.config files located in different subfolders, each can be used for
configuring different master pages.

When you associate a master page with a content page, the content page automatically includes the Title

attribute. You can change the title of the content page by modifying the Title atiribute in the <%@ Pages>

directive. If you want to use the Master Page title, you can remove the Title attribute from the content Page
directive.
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Modifying Content on the Master Page from the Content Page

You can update the content on the master page by finding the control that needs to be modified on the master
page from the content page. To demonstrate how all this happens, let’s put a Calendar control on the master
page. We will name this new application as CalendarUpdationVB. You can find the code of
CalendarUpdationVB application in the Code\ ASP.NET\ Chapter 23\ CalendarUpdationva folder on the
CD. After creating the CalendarUpdationVB application, follow these steps to modify the content in the
master page:

1. Add the code, as shown in Listing 23.6, to the MasterPage .master page

Llstmg 23. 6 Code for the MasterPage master Page

203
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2. Now, add the code, as shown in Listing 23.7, to the Default.aspx page:
Listing 23.7; Code for the Default.aspx Page
: nGuages"ve" Mastarragerile:

3. Now, add the code, as shown in Listing 23.8, to the code-behind file of the Default .aspx page:
Listing 23.8: Code for the Code-Behind File

Atlguist ey R ter clate{MM/OD/YY b Textbox for updating
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5. InFigure 23.8, the Calendar control is showing 22 August 2009 as the selected date. Modify the selected date
by entering 12/06/08 in the textbox and click the Update Calendar button to update the calendar with the
new date, as shown in Figure 23.9:

Phen cpodier JiHIE Enter data{MM/DD/YYI0 Textbox for updating

T

Figure 23.%: The Modified Date in the Calendar
After modifying the content of the master page, let’s learn how to display the properties and methods by using a
master page.

Displaying Properties and Methods Using a Master Page

You can display the properties and methods by using a master page to increase the accessibility over the content
of a master page. Displaying the properties and methods by using a master page is also called exposing
properties and methods. Displaying is a technique that you can use to change the public properties of a master
page. To understand this concept in detail, let’s consider a master page with a public header property exposed to
the content page. Now, create a Web application, DisplayingPropertiesVB. You can find the code of
DisplayingPropertiesVB application in the Code\ASP.NET\Chapter 23\DisplayingPropertiesvB
folder on the CD' and follow these steps to display properties and methods:

1. Add the code, as shown in Listing 23.9, to the master page named MasterPage .master:
Listing 23.9

Code for the MasterPage .master Page
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a.spxontentﬂaceﬂo‘lde
v ida"footer™s Lo

In the precedmg hstmg, the master page defmes a property named header The content page passes the value of
the header to the master page and the new header is displayed.

2.  Add the content page (Default.aprj to the Web application, and write the code, as shown in
Listing 23.10:
Listing 23.10: Code for the Content Page

<aspiContent Ib="Content
wﬂcm 0" the Custom page Header

3. Add the code, as shown in Listing 23.11, in the code-behind file of the Default.aspx page,:
Listing 23.11: Code for the Code-Behind File
et ' fau

4. Now, run the Web appﬁcation. The Internet E;tpiorer wmdow w1th the conteht page is dlsplayed, as shown
in Figure 23.10:
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:: Done.

Flgure 23.10; The Content Page Displaying the Header :
The title of the content page that is defined in the content page is displayed, and the master page title is
overridden.

Loading Pages Dynamically

Loading pages dynamically can be achieved by providing a link of master pages on the content page. Dynamic
loading of the master pages takes place during the PreInit event of a Web page and the PreInit event is
coded in the content page. To show how dynamic page loading works, let’s create multiple master pages and a
content page. When the website is executed, the content page inherits properties of one of the master page and
also contains a link to inherit the properties of other master pages. Now, let’s create a Web application
DynamicMasterVB. You can find the code of DynamicMasterVB application in the
Code\ ASP.NET\ Chapter 23\DynamicMasterVB folder on the CD and follow these steps to load the
master page dynamically:

1.  After creating the Web application, add a master page (named Masterl.master) and write the code, as
shown in Listing 23.12, in the Masterl .master Page:

Listing 23.12: Code for the Masterl.master Page
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et b R :
Now, create another master page r) for

code, as shown in Listing 23.13:
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The following are the differences between the Masterl.master and Master2 .master pages:
O The Masterl.master page does not contain a background color, whereas the Master2.master page
contains a background color.

O The heading (h1) on the Masterl.master page is Master Page Without Color, whereas the heading (h1)
onthe Master? .master page is Master Page With Color.

O  The text and link properties of the LinkButton control are different in both the master pages.

To inherit the properties of master pages dynamically, you need a content page.

3. Create a content page (Default.aspx), and write the code, as shown in Listing 23.14, in it:

Listing 23.14: Code for the Content File Default.aspx
8 Page Labgus " -

Master Page Without Color

Enter Yoor Name:

fith Rackarord Color

o o e et PowectsdMode O RumR v

Figure 23.11: The Default.aspx Page with Masteri.master Properties
5. Enter name in the textbox and click the Enter button and also click the link Page With Background Color.
The content page inherits properties from the second master page Master2.master, as shown in
Figure 23.12:
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Figure 23.12: The Default.aspx Page with Master2.master Properties
You can click the link Page Without Background Color to display the content page again, which inherits
properties from the first master pageMasterl.master.

Understanding ASP.NET AJAX Master Pages

For creating an AJAX-enabled Web page, it is mandatory to add the ScriptManager control on the Web page.
The ScriptManager control is used to manage ASP.NET AJAX script libraries and script files, partial-page
rendering, and client proxy class generation for Web and application services. (ASP.NET AJAX and its controls
are discussed in Chapter 32: Developing ASP.NET AJAX Applications). .
ASP.NET 3.5 provides master pages with built-in AJAX features. There is no need to explicitly add the
ScriptManager control on the AJAX Master Page. In ASP.NET 3.5, you can use the AJAX Master Page
template to create an AJAX-enabled Master Page, where the ScriptManager control is already added.

Another benefit of the AJAX Master Page is that the web.config file of the application is automatically
configured; you do not need to configure the file. This saves the time spent in configuring the web.config file
to use AJAX features in a master page.

Understanding Themes
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As we have already stated, themes define the style properties of a Web page. Now, let’s explore the elements of
themes, such as skins, Cascading Style Sheets (CSS), and images. A skin is a file with the . skin extension that
contains property settings for individual controls, such as Button, TextBox, or Label. You can either define
skins for each control in different skin files or define skins for all the controls in a single file. The skin files with
the .skin extension are created inside the subfolder of the App Themes folder in the Solution Explorer of a
website, Skins are divided into two groups:

0  Default—It is the default skin that is applied automatically to all the controls of same type present on a
Web page, when a theme is applied to the page. The SkinID attribute is used to determine whether the skin
applied to a control’'on a Web page is a default skin or not. A skin is a default skin, if the skin does not have
a SkinID attribute.

QO Named--Itis a custom skin that is applied to controls when a theme is applied to the page. The named skin
has the SkinID property set and associates the . skin file with it.

In contrast to skins that apply the property settings to controls, CSS is a mechanism for adding fonts, colors, and

styles to Web pages. CSS has the . css file extension and applies a style sheet as a part of theme. To use CSS, you

need to store the CSS file inside the subfolder of the pp_Themes folder.

In addition to skins and CSS, themes can also include other resource files, such as images, script filés or sound
files that can be used as style properties for the Web pages. These files are also placed inside the subfolders of the
App_Themes folder. To access a resource file stored in a subfolder, you need to explicitly specify the path of that
file in the code of the Web page. For example, the syntax to access the h1 . ext file located in the theme subfolder
of the App_Themes folder is:
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. «asprEmage runat="server™ ImagetirTelthenesubfolder/hl ext™ /3 : D
The resource files stored outside the theme folder can also be accessed by using the tilde (~} symbol in the code.
For example, the syntax to access the hl.ext file located in the otherl folder located outside the App_Themes
folder is: N

<casp:image runat="server":Imagetirls="~/othefIhL exx” S - S : :
To sum up, we can say that themes incorporate all the elements, such as skins, stylesheets, and images to define
a unanimous look and feel for the website. ASP.NET 3.5 contains two types of themes, page and global.
ASP.NET 3.5 also introduced an attribute StyleSheetTheme to apply the themes on a Web page.

Now, let’s discuss different types of themes.

Tvpes of Themes in ASP.NET 3.5

Themes are of two types, page and global. A page theme contains the control skins, style sheets, graphic files,
and other resources stored inside the subfolders of the App Themes folder. A page theme is applied to a single
page of the website, For different themes, separate subfolders are created in the App_Themes folder.

A global theme, on the other hand, is a theme that is applied to all the websites on a Web server and includes
property settings, style sheets settings, and graphics. This theme allows you to maintain all the websites on the
same Web server and to define the same style for all the Web pages of all the websites. Global themes are placed
in the Themes folder and can be accessed by any website.

Creating Themes

Applying built-in themes to Web pages is quite easy, as you just need to specify the name of the theme with the

theme attribute of the Page directive. However, you can also apply custom themes to Web pages. For this, you

need to create a theme first. To demonstrate how to create themes, let's create a Web application

CreatingThemesVB. You can find the code of CreatingThemesVE application in the

Code\ ASP.NET\ Chapter 23\CreatingThemesVB folder on the CD.. Now, first, we need to add the

App_Themes folder to our application and perform the following steps for it:

1. Right-click the website name on the Solution Explorer and select Add ASP.NET Folder-»Theme from the
shortcut menu to add the App_Themes folder. A subfolder named Themel is automatically created inside
the App_Themes folder.

2. Right-click the Theme folder and select the Add New Item option from the context menu to display the
Add New ltem dialog box, as shown in Figure 23.13:

14 Sedrch Onime Templares.
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Figure 23.13: The Add New ltem Dialog Box
3.  Select the Skin File template option and specify the name of the skin as Theme. skin, and click the Add
button. The Theme . skin file is added to the Theme1 folder in the Solution Explorer,, as shown in Figure
23.14:
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s it
Solution ‘Creatng ThemesVE (1 praject)
ThemaVEL

1

Figure 23.14: The Theme.skin File in the Solution Expiorer

4. After creating a new skin file, add the code, as shown in Listing 23.15, to the Theme. skin file to define its
style properties:

Listing 23.15: Code for the Theme. skin File
caspsTany P .

In the preceding code, we have define
5.

d style properties for three controls, a Label, a Button, and a TextBox.

Now, to test the skin, add a Label control, a Button control, and a TextBox control in the Default. aspx
page, as shown in Listing 23.16:

Listing 23.16: Code for the Default . aspx Page

A
o v »
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The important thing to note here is that we have set the Theme attribute in the page directive to Themel, so that
the theme specified in the Theme. skin file is applied to all the controls on the Default.aspx page.

6. Now, let’s run the application. Figure 23.15 shows the output of the CreatingThemes Web application:

Enler Your Name in the 1ext Box

Figure 23.15: Output of the CreatingThemesVB Appllcaﬂon
After creating themes in the Web application, let’s move on to apply the themes at control and runtime level.

Applying Themes at Control and Runtime Levels

In the previous section, we have created a theme and applied it to the entire page. Apart from that, you can also
apply a theme at control level. It means only specific controls whose EnableTheming and Theme properties are
set can inherit the properties defined in the specified theme. Here is a sample text control declaration that applies
a theme

Cons1der another scenario in Wthh you want the end _users to select and apply themes at runtime. To
demonstrate how this happens, let’s create a Web application, ApplyingThemesVB. You can find the
code of RpplyingThemesVB application in the Code\ ASP.NET\ Chapter
23\ApplyingThemesVB folder on the €D, and follow these steps:

1. Create two themes, Simple.skin and Inverse.skin, and place them in the Themel and Theme2
folders, respectively.

2. Now, add the code, as shown in Listing 23.17, to the Simple.skin file:

Listing 23.17: Code for the Simple.skin File

3. You a.Iso need to add the code in the Inve rse,skin file, as shown in Listing 23.18
Listing 23.18: Code for the Inverse. skln File

4. After addmg the code for themes, add the code, as shown in L1stmg 2319, to the Default.aspx page:
Listing 23.19: Code for the Default.aspx Page
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The preceding listing uses an image theme image.bmp, so add the corr.e.spondmg image in the Solution
Explorer as well.

5. Now, add the code, as shown in Listing 23.20, to the code-behind file of the De fault . aspx page:

Listing 23.20: Code for the Code-Behind File

914
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Now, run the 2pplyingThemesVB

1 €2 htp/focathosteA564/ ApplyingThemesVE/

T = B-r % vPage v (FToskey

Enter yowr name wn the text box

U@ et | Protected Mode On | R100% ¢

Figure 23.16: Output of the ApplyingThemes Application
To change the theme at runtime, select any option from the Select Theme link button, Simple theme link or
Inverse theme link, to change the theme. Figure 23.17 shows the output in Simple theme:

. bty locathestASE4 Apphing TheenesVB/Defauh.aspThem v | 4| X 11 Ask Seomen

TR -«

Figure 23.17: The Default.aspx Page in Simple Theme
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Now, we have learned how to apply themes at control and runtime level, which is applied on all the pages of the
application. Now, let’s apply the themes on a single page.

Applying Themes to a Single Page

In this section, we apply the theme on a page of a Web application. To do so, create a Web application named

SinglePageThemeVB. You can find the code of SinglePageThemeVB application in the

Code\ASP.NET\ Chapter 23\SinglePageThemeVE folder on the CD, and follows these steps:

1. After creating the application, drag two Label contiols, two TextBox controls, and a Button control on the
Default.aspx page. You can also add the controls on the Defualt.aspx page by writing the code
shown in Listing 23.21:

Listing 23.21: Code for the Def

dded two Label controls, two TextBox controls, and a Button control in the Default . aspx page.

We have a

2. Now, create a theme to apply it on the Default.aspx page. To create a theme, right-click the name of the
application and select the Add ASP.NET Folder-»Theme option from the context menu. A subfolder
named Themel is automatically created inside the App Themes folder.

3. Rightclick the Themel folder and select the Add New Item option from the context menu to display the
Add New Item dialog box, as shown in Figure 23.18:
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Figure 23.18: The Add New Item Dialog Box
4, Select the Skin File template and click the Add button. A file named SkinFile.skin is created in the
Themel folder.
5. Now, add the code, as shown in Listing 23.22, to the SkinFile.skin file:
Llstlng 23.22: Code for the SkinFile. Skln Flle
P =" Serve

In the precedlng llstmg, we have used the SkaD propert'y for a TextBox control You can apply this theme
only on the TextBox control referred to with the SkinID property.

6. Now, run the appllcahon and you will see the output in the Web browser, as shown in Flgure 23.19:

' O}nmmwmmumon

Figure 23 19 Output of the SIngIePageTheme Applicatlon

In Figure 23.19, you can see that the colers of the second TextBox control are not the same as the first TextBox
control. Due to the 5kinID property, the theme set with this property is only applied to the control referred to
with the SkinID property.

In place of using the Themes attribute in the page directive, you can use the StyleSheetTheme attribute to
apply the themes to a Web page. Now, let’s know about the St yleSheet Theme atiribute.
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Now, let’s discuss the StyleSheetTheme attribute introduced by ASP.NET 3.5.

Understanding the StyleSheetTheme Altribute

The StyleSheetTheme attribute is an attribute of the page directive that you can use to apply themes to a Web
page. Now, the question that arises is: why do we use the StyleSheetTheme attribute instead of using the
Themes attribute when the Themes attribute is also used to apply themes to a Web page?

The benefit of using the StyleSheetTheme attribute instead of using the Themes attribute is that the theme
applied by using the StyleSheetTheme attribute does not override the local attributes of the controls with the
attributes defined in a theme. However, this overriding process cannot be carried out by using the Themes
attribute, which overrides all the local attributes of the controls with the theme atiributes.

Using the StyleSheetTheme Attribute

018

In the previous applications, we have used the Themes attribute to apply the theme to a Web page in a Web
application. Now, we use the StyleSheetTheme attribute. Create a new Web application in the Visual Studio
2008, and name it StyleSheetThemeVB. You can find the code of StyleSheetThemeVs application in the
Code\ ASP.NET\ Chapter 23\StyleSheetThemeVB folder on the CD. After creating the application, follow
these steps to use the StyleSheetTheme attribute:

1. Create a SkinFile.skin file in the Theme folder, with the same procedure followed in the in previous
applications.

2. Now, add the code shown in Listing 23.23, to the SkinFile.skir file:

Llstmg 23.23 Code for the SklnF.‘L le.skin Flle

In the precedmg code, we have set the background and foreground colors of the controls that can be used ina
Web page.

3. Add the code, as shown in Listing 23.24, in the Default . aspx page of the Web application:

Listing 23.24: Code for the Default.aspx Page

<36@ Page ‘L, e="VE" Styusheet'rhemen“‘rhemel" AntpEven
_ coder-‘ﬂg a(nt aspx wb™

T el iink href%"&ty'lesheet css” rel="st
<hody> :
<form 1d=*'fofm1“ runata server“>
P V. B
wdivi 'ids“header"
“efdtvs
<div. 'id-"stdebar":.
‘ediv idatnavi>:
‘ <{dw> .
C<1‘dw> L i LT
Cediv 1d=”content"> B
«div class="itemContent">
Ry & 3 sty}aes"tmt—ahgn‘. left"s - G A
- <aspilabel” Ip="rabell™ runat=" server" Text:"l.abel "></a,sp Labeh. o
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:Button ID="Suftonl” runate”
Colars"Darkviolet” :

e

e ATE dantent copyrd ght &eopy ) Kogent Solutiohs Inc.xfps o
efdivs
<fdiv>
</form
</body>
</htmlx> s

In the Default.aspx page, we have added three controls: a Label control, a TextBox control, and a Button
control, You can also add the controls from the Toolbar by drag and drop. We have specified the foreground
and background colors locally for the Buiton control. We have also added the StyleSheetTheme attribute
in the Page directive of the Default.aspx page.

4, Now, run the Web application and the output is shown in Figure 23.20:

oy T3

Htp:;’;’loca&mst‘ﬂﬁfﬁykﬁnﬂ?’h:me\'ﬂ{ )

View Fawortes Took Help

3 RyleShestThmne Page

Fie St
@

Dane o 9 Internet | Protected Mode: On *100% .

TP

Figure 23.20: Output of the StyleSheetTheme Application

The foreground and background colors of the Button control (Figure 23.20) are specified locally in the
Default.aspx page. As discussed earlier, the colors of the Button control are not overridden by the colors we
specified in the theme (SkinFile.skin} file. This is done by using the StyleSheetTheme attribute. On the
other hand, if the Theme attribute is used, then it will display those colors of the Button control that we have
specified in the SkinFile.skin file.

Summary

In this chapter, we have leamed some of the important aspects of master pages and themes, such as attributes,
properties, and methods related to master pages and themes. This chapter also discusses the need of the master
pages and themes, and also shows how to create and apply master pages and themes on Web pages. We have
also discussed about the ASP.NET AJAX master pages and the StyleSheetTheme attribute,

In the next chapter, you learn about managing web applications.
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Quick Revise

Q1.
Ans.

Q2.
Ans:
Q3.
Ans:

Q4.

Ans:
Q5,

Q6.
Ans:

Q7.
Ans;

Q8.

L Forece

How does a content page differ from a master page?

A content page does not have complete HTML source code, whereas a master page has complete HTML
source code inside its source file.

Why do we need nested master pages in a Web site?
When we have several hierarchical levels in a Web site, then we use nested master pages in the Web site.
How will you differentiate a submaster page from a top-level master page?

Like a content page, a submaster page also does not have complete HTML source code whereas a top-
level master page has complete HTML source code inside its source file.

In which folder a skin file stores?

A. App_Data C. App_Code
B. App_Themes D. App_Browsers
C. App_Themes.

What is the difference between a page theme and a global theme?

A page theme is stored inside a subfolder of the Rpp_Themes folder of a Web application and can be
applied to individual Web pages of the Web application. Different page themes can be created to apply
for the different Web pages in separate subfolders inside the App_Themes folder of the Web application.
On the other hand, a global theme is stored inside the Themes folder on a Web server and can be applied
to all the Web appilications on the Web server,

What is the need for Master Pages?

Need for master pages arise when you want to create Web pages that contain some common elements.
For example, you want to create a website for your company in which all the Web pages must have a
header showing the logo of the company. You can create this website by using the concept of master
pages.

What are the Page Directives of a Master Page’s code?

The MasterPage.master page contains the @ Master directive, which is equivalent to the gPage
directive of the ASP.NET applications. The 2 Master directive is, respectively, as follows:

<%0 Master: Language="vB": CodeFile="Masterpage.master  vb MMEI LML EPAGe" %>

A master page can contain only one ContentPlaceHolders. (True/False)

Ans, False

Can we apply multiple skin files on a single page?

Yes, we can apply multiple skin files on a single page.

How can we define the style properties for the Label and the TextBox control?

We can define the style properties for the controls in the skin file. Following is an example to define the
style properties for the Label and the TextBox control:

3 s "

£

p:




24

- Managing Web
Applications

if you need Information on: See page:

Need to Manage Applications 922

Verifying the Configuration Settings . 923

The ASP.NET MMC Snap-in Tool 926

928

The Web Site Administration Tool 931

The -Aspnetwl.'eg.sql Tool

Configuring ASP_NET Applications in IS 841




Chapter 24

Web application management ensures that the Web applications remain error-free for a long time and also meet
the end-user requirements. In the previous versions of ASP.NET, such as 1.x, and 2.x, managing a Web
application was not an easy task. The developer was required to perform certain coding techniques to manage
Web applications. However, performing coding techniques increases the work load and decreases the
developer’s productivity. Microsoft realized this fact and decided to introduce new tools, configuration files, and
Application Programming Interfaces (APIs) for better management of Web applications. This was a welcome
news for developers who were using exclusive coding techniques to manage Web applications.

In this chapter, you learn about the need for managing Web applications, ASP.NET configuration system, and
Process model configurations. Tn addition, this chapter introeduces various tools for managing Web applications,
such as the Web Site Administration Tool, the aspnet regiis tool, and the aspnet regsgl tool. This
chapter also describes how to verify configuration settings by using the ProtectSection method, and configure
ASP.NET applications in IS,

Need to Manage Applications

You need to manage the applications to make your applications error free and extend the usability of your
applications. For instance, suppose you create a Web application, and suddenly the application stops working
due to some problem with the Web server and you are unable to connect to the SQL Server, What will you do?
You will find these errors and rectify them.

When such a thing occurs at the user’s end, the user will be unable to work till the time the website is up again.
What should then be done to resolve such errors so that a Web application runs for a long time and is able to
fulfill the end-users’ requirements? The only solution is to manage the Web applications on a regular basis with
the help of the ASP.NET configuration files so as to remove the errors and fulfill the requirements of the end
user.

The ASP.NET Configuration File

922

The ASP.NET configuration system is a tool that includes XML-based files used to define settings for a Web
application, or an individual page of an application. The two types of configuration files present in the ASPANET
configuration system are:
0 machine.config—A server-specific configuration file
O web.config—An application-specific configuration file
The default configuration settings for all the Web applications of ASP.NET 3.5, are given in the
machine.config file. You can find the machine. config file at the following location on the hard drive:
O Windows\microsoft . NET\Frameworkiv2. 0. 50727 \CONFIG\mackine, config T
The application-specific configuration settings specified in the web.config file are apphed to all the Chlld
directories. If a web.config file is present in the root directory of a Web application, then the configuration
settings specified are applied to the entire Web application. ASP.NET Framework configures the IIS server in
such a way that an error is returned when an attempt is made to open a web.config file through a browser.
You can find the machine. config file at the following location on the hard drive:
H i \windows\Microseft. NET\Framework'\v2 .0, $0727\CONFIG\web i conFig
A web.config file consists of elements, such as tags, comments, and text with the <configuration> tag as
their root element. The configuration settings of ASP.NET applications are included within the
<configuration™ tag. You can include the <pages> section under the <system.web> section group, which is
nested inside the <configuraticn> tag. The <pages > section is used to define configuration settings for the
ASP.NET compiler in the following code:
<configuration: o
<systemmeh> : S T
L <plges. en b'feVieuState-a"fﬂs
»</syﬁ,tm weby v : '

~zfeonfigurations
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In the configuration sections, the collection settings, which are collections of elements, such as HTTP Handler
and providers, are included. The <add> and <remove> tags are used for adding and removing elements froma
configuration section, respectively. The <clear> tag removes the entire collection settings. In a web.config
file, the configuration settings defined within the <configuration> tag apply to the entire current directory
where the web. config file is located and also to all the child directories within this current directory. The
<location> tag defined in a web . con£ ig file with the path attribute is used to apply configuration settings to
a specific path directory only.

The <location> tag can also be used with the allowOverride attribute. This attribute, when set to false,
ensures that the configuration settings in the current web.config file are not overridden by configuration
settings specified in another configuration file. Further, an error is generated if a user tries to override the
settings of the current web . con£ig file in another configuration file.

The configuration settings specified within a web.conf1ig file are processed by configuration section handlers,
which are NET Framework classes inherited from the ConfigurationSection class.

After discussing about the conﬁguratibn file, let’s discuss verifying the configuration settings in ASP.NET.

Verifying the Configuration Settings

After you have configured settings for your Web application, you can also verify those settings. To verify the
configuration settings of a Web application, you need to define a configuration object in the .aspx file. The
configuration object allows you to collect information, such as the hierarchy of configuration sections and
configuration section groups in a Web application. You can use the Configuration.RootSectionGroup
property to obtain the root of the hierarchy in a configuration file. In addition, you can also use the
Configuration.GetSection method to access a configuration section to verify the configuration settings.

The following code allows you to read all the section groups and sections in the configuration file of the Web
application. To read the configuration settings from a Web application create a new Web application and name it
as VerifiedSettingsVB. You can find the code of VerifiedSettingsVB application in the
Code\ ASP.NET\Chapter 24\ VerifiedSettingsVB folder on the CD, and add the code, shown in Listing 24.1,
in the Default .aspx page of the VerifiedSettingsVB Web application:

Listing 24.1: Showing the code for the Default.aspx Page

ey
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The final output of the precedmg l1stmg is shown in F1gure 24.1:

e LR Ve Fromer Yook - Wep -
w -ﬂ-j.pcmn_m-i?_”_

Enter the Virtual Path of the WebSite:

AenkedSeltngsVe

connechonSirings

Enter section you need to verify
L ey Sl
[verifiedSettingsVl

Lectioninformation:  System, Configucanon. Secngninfermation
Enabeviewstate: True

connecLonStingS conneconSnnos, »

<configuration> <system.data /> <windows /> <System webServer /> <mscorkh />

.. Lsvgrem nach nledn 4> <qustem data nqetecionr > Cavarsm dara solckent 1 ) ) ) LT
Onnu\mwmon WHON v
o g g e s

Figura 24.1: Showlng Verified Settings

After verifying the settings that you have configured in the web.config file, let’s understand the process model
configuration in ASP.NET.

The Process Model Configuration

The Process model in ASP.NET protects the processes running on the server from being modified by the end
user. The process model configuration settings determine the time for a new process to start serving the requests
sent by the requesting client. The <processMcdel> configuration section in the machine.config file contains
the process model settings. The process recycling feature of process model allows configuring an ASP.NET
process so that a process restarts on certain conditions, such as after a specific interval of time or after the
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performance of a process is degraded due to memory-leaks or deadlock conditions. The process model supports
two types of recycling that determines the beginning of the new processes to replace the current processes. Two
types of recycling are as follows:

QO Reactive process recycling
O  Proactive process recycling

Reactive Process Recycling

Reactive process recycling restarts a process when the process is not able to complete requests sent by the client
computer. Various conditions, such as deadlocks and access violations, might cause a process to restart. To
control the conditions causing process restart, use the following configuration settings:

O  requestQueuneLimit—Manages deadlock conditions
O  memoryLimit — Manages memory leak conditions
O  shutdownTimeout—Specifies the time to shut down a worker process

Proactive Process Recycling

Proactive process recycling restarts a process periodically even if there is no error in the process. In proactive

process recycling, a process restarts after the completion of a specific number of requests or the time-out period.

The various configuration settings that trigger this process are:

Q  timeout—Specifies a time limit in the hr:min: sec format that indicates the time after which a new worker
process starts replacing the current process

O idleTimeout—Specifies a time limit in the hr :min: sec format that indicates the duration of inactivity after
which the process shuts down

Q  requestLimit—Indicates the number of requests after which a new process replaces the current process

You can use the logLevel attribute in the <processModel> configuration section of the machine.config
file. This writes process model events to the Windows event log when the process cycling events occur. The
values of the LogLevel attribute can be any one of the following:

O All-Indicates that all the process cycling events are logged in the Windows event log

Q  Nene—Indicates that no process cycling events are logged in the Windows event log h

O Errors—Indicates that only unexpected or error events are logged in the Windows event log

Now, let’s discuss the various tools for managing the Web applications in ASP.NET. The first tool is ASP.NET
Microsoft Management Console {(MMC) Snap-In Tool.

The ASP.NET MMC Snap-In Tool

926

ASP.NET MMC Snap-In is a management tool that enables you to modify the settings of the web.config and
machine.config files. The MMC Snap-In tool helps in configuring the settings for the applications deployed
on a Web server.

NoTE §

Only the administrator can modify the settings of the web.config and machine.config files.

In IIS 7, the MMC Snap-In tool is included in the admin tool. The new admin tool of IIS 7 basically modifies the
settings of the web.config and the machine.config files. This new IS 7 admin tool also provides the
following features:

O Does not require administrator authority to manage the individual sites

O Provides extensibility support so that we can extend the use of IIS 7 admin tool

O  Provides better server health information, diagnostics, and more user information as compared to the
information provided by the MMC Snap-In tool

After discussing the ASP.NET MMC Snap-In tool, let’s move on to discuss another tool aspnet_regiis.
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The ASPNET_REGIIS Tool

The aspnet regiis tool is a command line tool in NET Framework, which is available in the version-specific
framework directory under the Microscft.NET\Framework subdirectory of the Windows system folder.
When multiple websites are hosted on a Web server and each of these websites is bound to a particular version
of NET Framework, the aspnet_regiis tool proves to be quite useful. This is because it is shipped with each
version of the framework. To simplify the configuration process for an ASP.NET application, each version of
ASP.NET comes with a linked version of the aspnet_regiis tool. The syntax of the aspnet_regiis toolis:
aspnet_regiis foptions] :
Table 24.1 shows various options that can be used with the aspnet_regiis tool: .

Table 24.1: Options for the aspnet_regiis Tool

-disable - Disables the ASP.NET on the IIS Security Console, when used with -1, ~ir or -r option.
e Lists all the options that can be used with the aspnet_regiis tool.
—c Used to install the client-side scripts for the ASP.NET to the aspnet_client subdirectory of

the IIS site directory (only those version of client-side script supported by the
aspnet_regiis tool)

- -e Removes the client-side scripts for the current version of ASP.NET.
-ea Removes the client-side scripts from the asprnet_client subdirectory of the IiS directory for
all the versions available.
-enable Enables ASP.NET in the IIS Security Console, when used with -i, -ir and -r option.
-ga user Provides a user or a user group access to the IIS metabase and the directories used by
ASP.NET.
-1 Installs the aspnet_regiis tool supported version of ASP.NET. It also updates the script

maps of the applications that use previous versions of ASPNET.

-ir Installs the version of ASP.NET that supports the aspnet _regiis tool. However, if you use
the ir option with the aspnet_regiis comumand, the script maps of the applications does
not update, For this you need to the -i option.

-k path Removes all the script maps from an ASP.NET application at a specified application path and
the subdirectories of the root directory.

-kn path Used to remove all the script maps from an ASP.NET application at a specified application
root path and its subdirectories

-1k Lists the path and version of IS metabase keys. Inherited keys are not displayed.

-lv Lists the status and installation path of all the versions of installed ASP NET applications.

-norestart Restricts the restart of the World Wide Web Publishing Service after installing or updating

ASP.NET script maps. Without using this option, all applications pools are recycled.

-r Installs the script maps for the ASP.NET version, which is supported by the aspnet_regiis
tool, at the IIS metabase root and for all script maps below the root. The existing script maps
ate changed to this version, regardless of the current installed version of ASP.NET.

-s path Installs the script map for the current ASP.NET version at the specified path and updates the
existing script maps of previous versions with this version. The s option updates the
existing script maps to the current version,

-sn path Installs the script map for this ASP.NET version at a specified IIS metabase path of the
application.

927




Chapter 24

| Table 24.1: Options for the aspnet_regiis Tool

o

Uninstalls the version of ASP.NET that supports the aspnet_regiis tool.

Uninstalls all the versions of ASP.NET already instatled on a computer,

Now let’s discuss about how to use the ASPNET_REGIIS tool.

Using the ASPNET_REGIIS Tool

To use the aspnet_regiis tool, you need to first open the Visual Studio 2008 Command Prompt. Now, type
the following command to view the list of all the options of the aspnet regiis tool:

Retregits e T e
Figure 24.2 shows the output after executing this command:

v

Figure 24.2: Options of the aspnet_regiis Tool in the Visual Studio 2008 Command Prompt
Now, let’s see the execution of another option
2008 Command Prompt that allows you to v
i crASpRRELregiis -1k ' - S e
Figure 24.3 shows the output after executing this command:

-1k with the aspnet regiis command in the Visual Studio
iew the path and version of the IIS metabase keys:

Figure 24.3; Path and Version of the IIS Metabase Keys in the Visual Studio 2008

Command Prompt
Now, let’

s use the ProtectSection methed to secure the configuration sections of the web. config file.
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Using the ProtectSection Method

You can use the ProtectSection method to encrypt the configuration sections of the web.configq file. This
method is used with the SectionInformation property to get the section information. Now, let’s create an
application named ProtectedSectionVh in which we use the ProtectSection method. You can find
the code of ProtectedSectionVB application in the Code\ASP.NET\ Chapter
24\ ProtectedSectionVE folder cn the CD. Perform the following steps to do so:

1. Inthe befault.aspx page, add the code to use the ProtectSection method to encrypt a connection
string section of the configuration file, as shown in Listing 24.2:
Listing 24.2: Showing the code for the Default.aspx Page
<%@ Page: Languages" vsfnAutoEventwireups“ﬁa1se" CodeFi1e="Defau1t.aspx.vb"‘*‘
- T n*’?..t:m‘au % e

; n)PUB F WG/ TDYD XHTML 1.0 Tramsitional//EN"
D3/ W, w3iorg{TﬁthtmTi/an{xhtm}1-transitiona1.dtd">

" <%@ Import Namespace="System.Configuration” %>
<8 Import Namespace="System,Web. (bnﬁguranon" %> L
<seript runat="servar" Tanguzge="vE"> ' e

Protected sub buttonl_cl1ck(5yva1 sender As_object; syya1 e As System. Eventhrgs)
Handles buttonl.click
const PROVIDER As Strwng = "DataProtect1onC0nf1gurat1onProv1der“
Dim con As Configuration
con = wWebCol
bim sect As & '
sect. Sect1onxnformat1on ProtectSect1on(P
con. Save() :

equest. Applicationpath) .

f1ahe11 Text 1abe11 Text & “Connect1cn s
conf1gurat1onmanager cunnect1on5tr1ngs("PuB
End sub : :
</scripe> - .
- <hemd: xnﬂns="http //www w3 0r‘g/1999/xhtm1">
: -<head> R

C o adiv id<"h
“<fdiv>
<div 1d= sidebar” >
“ediv id="nav'"™>
: &nbsp.
. : </d1v>
<fdiv> o
.<d1v id=" content >
<«div class="1temContent">
<br />
<sLrong><span style="text- -decoration i
ProtectSection Method i
<br_ /> :
</em><jspan><}strong>
<br /> ,
0 o B :
<asp:BuULton ID:"buttonl" runat—"server“ Textu"c?ick ﬁe t& En:rypm ha,n
oies o o Connection. string”. . .
S “%'w%dth="384px“ He1ght="35px" onc11ck-"button1,ciick E 7
<hr /> : o S

"><emrUse of

b
<br. /5.
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o <asp:Label ID="labell” rumat “server
: T Width="435px" ><,msp Labebe-'
ooy
'"‘<chv 1d="foo1:er } '
*'“@p clas 1eft"

-:f’div:»

</d’lv>

efdive L

CefFerms
</body>

C</hmds . - _ S
2. Replace the <connectlonStr1ngs> sect]on of the web. conflg filE w1th the followmg code

sconnectionstringss - - L
_names"Pubs™ conbectionstri
integrated muritydtrug
CefcommectionStrings>
3. Now, run this apphcahon A window similar to Flgure 244 is dlsplayed

é

. ammmqmon T "Hm- .

Figure 24 4: ProtactedSoctlonVB Example at Work

4. Click the Click Me to Encrypt the Connection String button on the Default.aspx page to encrypt the
web. config file connection string section. Flgure 24.5 shows the cutput after clicking the button:
. & -

| - .»—n--—-- a

3800 0f e orihg 5 o mocTvRONd
Chnrecton String rou hace provaded
= tagant

N cominkannt o OF R0t -

Flgure 24 5 Defauh aspx wlth Config Settings

Now, when you open the web.config file, you are presented with the following encrypted data in the
<connect10nStr1ngs> sectlon

CESAULEREDINK1Ir
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You must give write permission to the web.config file for the ASP.NET account to run the above code. You can also use
the aspne!_regiis tool to encrypt the configuration files.

Now, let’s explore the Web Site Administration Tool to manage ASP.NET Web applications.

The Web Site Administration Tool
The Web Site Administration Tool is used to configure the application settings and security settings of an
ASP.NET Web application. The other tasks performed using the Web Site Administration Tool are as follows:

Configuring the application security settings, such as authentication and authorization

Managing users and roles for an application

Creating and managing application settings

Configuring Simple Mail Transfer Protocol (SMTP) e-mail settings

Making an application temporarily offline to update its content and data in a secure manner

Adjusting the debugging and tracing settings

Defining a default custom error page

ooogopocgao

Selecting providers to use them with the site features, such as membership

Using the Web Site Administration Tool

To use the Web Site Administration Tool, open a Web application in Visual Studio 2008 and select
WebsiteDASP.NET Configuration from the menu bar. The ASP.NET Web Site Administration Tool page
appears in the ASP.NET Web Application Administration - Windows Internet Explorer window, as shown in
Figure 24.6:

Welcome to the Web Site Administration Toel
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Flgure 24 6 ASP NET Web Site Administration Tool Page
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In Figure 24.6, the user interface (UI) of the Web Site Administration tool consists of different tabs that can be
used to group the configuration settings of a Web application.

The various tabs on the Web Site Administration page are:
O Home tab—Enables to return to the home page of the Web Site Administration tool.

O  Security tab—Manages the user accounts associated with websites that are accessing a Web application,
creates roles for the users, and provides different access rules for the users. For example, you might create
roles, such as managers and members, and provide different access rights to specific folders.

Q Application tab—Manages the settings to determine how a Web application sends an e-mail. The settings
are, for example, SMTP and other application settings. In addition, the settings also enable you to determine
the online and offline settings of a Web application.

O  Provider tab— Configures providers for storing website management data.

Using the Security Tab
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The Security tab of the Web Site Administration Tool enables you to manage user accounts, roles, and rules for

accessing Web applications. The page that opens when you select the Security tab of the Web Site
Administration Tool is shown in Figure 24.7
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Figure 24.7: Security Tab of the Web Site Administration Tool

By default, the Roles on the Security page are disabled and the authentication type is windows.

Various panes in the Security page, as shown in Figure 24.7, are as follows:

Q Users pane

O  Roles pane

Q  Access Rules pane

The Users pane of the Security page enables you to configure a Web application to use either the Forms-based
authentication or Integrated Microsoft Windows authentication method. The Forms-based authentication
method is used for Web applications that are accessed over the Internet. However, the Integrated Microsoft
Windows authentication method is used when the users access Web applications over a local network. When the

Integrated Microsoft Windows authentication method is used, the users can automatically log on to Web
applications after logging on to a Windows-based network.
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Now, follow the steps to work with the Security tab:

1. Click the Select authentication type link in the Users pane of the Security page to open a page containing
two options, From the internet and From a local network.

2. Select an option on the page to indicate if the Web application can be accessed over the Internet or from a
local network. In our case, we have selected the From the internet option, as shown in Figure 24.8:
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3. Click the Done button at the bottom of the page to apply the settings. The Create user and Manage users
link appears, as shown in Figure 24.9:
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Figure 24.9: The Create User and Manage Users Link
4. Click the Create user link on the Users pane of the Security page to specify a user account for the new user
of the Web application (Figure 24.10):

You can click the manage user link to manage {add, modify, or delete) the existing users.

933



Chapter 24

934

e
e ey
T tae
ik S g ML e ddmioston

gy Tore vy

§ WM 3 user by entenng bng uters I passaond, 2nd &3 Az oh this page 2

HoRs B Kot whated.

Sicr Up fos Your New Accoun:
User Name:
Passwiord
Cantirm Passwiond;
E-mani;
Seciity Guestion

Secwity Answer

-

Figure 24.10: The Create User page

Figure 24.10 shows various fields that need to be filled:

(]

[y Ry |

[ a]

User Name —Specifies the name of a user for creating a user account.

Password —Specifies a password for the user name. The password specified is case-sensitive,

Confirm Password — Confirms the password again for the user.

E-mail — Provides the e-mail address of the new user.

Security Question—Specifies a question that should appear when the user needs to reset or recover the
password.

Security Answer - Specifies an answer to the security question given in the preceding box.

Active User —Enables the user account created as the active (current) user of the Web application.

Roles— Indicates the role for the user account created. The roles for the user accounts are created separately
by using the Roles section of the Security page.

Enter the new user information and click the Create User button to accept the new user information.

You can use the Roles section of the Security page to create roles for the users accessing the Web
application. To create roles, click the Enable roles under the Roles pane of the Security page. When you click
the Enable roles link, the name of the link changed to Disable roles and also enables the Create or Manage
roles links, as shown in Figure 24.11:
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Figure 24.11: The Disable Roles and Create or Manage Roles Links Under the Roles Pane
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allows you to create a new role, as shown in Figure 24.12:
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Click the Create or Manage roles link under the Roles pane of the Security page to display a page that

Figure 24.12; Page for Creating a New Role
8. Enter the new role name and click the Add Role button to add a role for the user of the Web application

after specifying a new role name.
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You can use the Access Rules pane in the Security page to create access rules for the users. Click Create
access rules under the Access Rules pane of the Security page to open a page

, as showh in Figure 24.13:
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Figure 24.13: Adding New Access Ruie Page
Figure 24.13 shows various fields in the page that assist in adding a new access rule:

0  Select a directory for this rule — Enables the user to select the rules that are created either for the entire Web

application or for only a specific ditectory.
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O  Rule applies to—Enables the user to select a role for which the access rules are applied. You can select the
user option to enter the user account for which the access rules are specified. You can also select the All
users option so that the access rules apply to all the users accessing the Web application. In addition, the
Anonymous users option allows you to apply access rules to the non-registered user accounts only.

O  Permission - Enables you to select either the Allow or Deny option. The Allow option helps a specified user
account or role to access a specific directory. The Deny option disallows a user account or role indicated in
the previous fields to access a specific directory.

10. Click the OK button to close the page and apply the settings specified in the page. After applying the
settings, you will be redirected to the Home tab.

You can click the Manage access rules link in the Access rules pane of the Security page to modify the access
rules created earlier.

Using the Application Tab
The Application tab of the Web Site Administration Tool enables you to modify application-specific
configurations, such as appSettings, Debugging, and Tracing. Figure 24.14 shows the Application page of
the Web Site Administration Tool:

5 this page to configure vour application with valuss that you do not want to bard-code intc your pages,
enable your apphcation bo send 2-mad, configure debugging, set up a default errer page, and stop or skart
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Figure 24.14: The Application Page
The Applications page consists of the following four panes:
O  Application Settings
O SMTP Settings
O  Application Status
O Debugging and Tracing

The configuration settings of an ASP.NET application can be modified using the Application page. In the
Application Settings pane, click the Create application settings link. It opens a page that allows you to specify
values for the Name and Value fields. Figure 24.15 shows the Create Application Settings page:
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Figure

24.15: Specifying Application Settings
Specify the application settings and click the Save button to accept the specified settings.

You can also manage the Application settings by clicking the Manage application settings link in the Application Settings
pane that allows you to view the existing settings and create new application settings, as shown in Figure 24.16:
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Figure 24.16: Managing Application Settings
In addition, the page also allows you to create new settings. You can modify the application status by clicking
the Take application {offline link to take the Web application offline) in the Application Status pane.

The debugging settings of a Web application can also be edited by clicking the Configure debugging and tracing
link to display a page in the Debugging and Tracing pane, as shown in Figure 24.17:
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Figure 24.17: Configuring Settings for Debugging and Tracing Application
In Figure 24.17, select the Enable debugging option to enable debugging. Select the Capture tracing information
optien to display tracing information for the Web application. You can also define the default error page by
clicking the Define default error page link in the Debugging and Tracing pane (Figure 24.18):
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Figure 24.18: Displaying the Default Error Page

In Figure 24.18, either select a default érror message or sefect a URL, which is used for redirection in case an arror
condition occurs.

Sometimes, the SMTP settings need to be configured for Web applications to send Web data by using SMTP. You
can configure SMTP settings by clicking the Configure SMTP e-mail settings link in the SMTP Settings pane of
the Application tab. When you open the Configure SMTP Settings pane, you will be asked to configure the
following:

Q  Server Name —Specifies the server name for the e-mail server

& Server Port—Specifies the port used for sending mails
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O From-—Specifies the e-mail address of the sender
O Authentication—Specifies the authentication type required for sendmg mails

Using the Provider Tab

The Provider tab of the Web Site Administration Tool enables you tc manage the data stored in
the database, such as user accounts and roles. You can change and test providers such as
AspNetSglRoleProvider, AspNetWindowsTokenRoleProvider, AspNetSglMembershipProvider,
and AspNetSqlProfileProvider used for the Web application. The Web Site Administration Tool uses the
AspNetSqglProvider provider, by default, for all the Web applications. Figure 24.19 shows the page that opens
when you click the Provider tab of the Web Administration tool:
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Figura 24 19 The Provider Page
You can use the Web Site Administration Tool to manage providers for the website in the following two ways:
Q Changing the default AspNetSglRoleProvider provider to an alternate
AspNetWindowsTokenRoleProvider provider
O  Specifying whether you want to use the same provider for all features, or use different providers for
different features
After using the Web Site Administration Tool of ASP.NET, let’s explore the Aspnet _regsql tool.

The Aspnet_regsql Tool
The Aspnet regsgl tool is a command line tool used to create a Microsoft SQL Server database. The
Microsoft SQL Server database that is created with the help of the Aspnet_regsql tool is used by SQL Server
providers in ASP.NET and is also used for adding or removing options from the existing database. The
following is the syntax for using the tool:
Aspnet_ragsql.éxe <options>.
Ahspnet _regsgl tool options are menhoned in Table 24 2:

Table 24 2: Aspnet regsql Tool Optlons

-? Dlsplays the Help text for the Aspnet_regsql tool
~C <connection string> Specifies the connection string
-E Authenticates the user currently logged in, with current credentials provided by
Windows !
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Table 24.2: Aspnet_regsql Teol Options

edebiond 3
Specifies the password for SQL server, with -U aption

-F <password>

-5 <server> Specifies the name of the computer where the SQL server database is installed
or need to be installed

-sylexportonly <filename> Generates an SQL script file that we can use to add or remove the specified
features in the ASP.NET application

-U <login ID> Specifies the user name for SQL Server, with -F option

-W Runs the Aspnet _regsql tool in the wizard mode

Using the Aspnet_regsql Tool
To use the Aspnet_regsql tool, open the Visual Studio 2008 Command Prompt window and write the
following command to view the list of all options of the Aspnet_regsql tool:
Asphet_regsql.exe ~?.. T VAT PO IS
The output of the above command is shown in Figure 24.20:

Figure 24.20: Output of the aspnet_regsql.exe -? Command
The following command can also be used to run the Aspnet regsgl tool in the wizard mode:
coASpetoregsqloexe W iR s pe et e L Gy e i aietes o .
The output of the preceding command displays the ASP.NET SQL Server Setup Wizard. This wizard enables
you to configure the SQL Server database, as shown in Figure 24 21:
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Figure 24.21: The ASP.NET SQL Server Setup Wizard
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The wizard displayed in Figure 24.21 can be used to configure the SQL Server database for the required
application services. When you click the Next button, you are presented with two options, either to configure the
SQL Server for application services or to remove the application services from an existing database. Select the
options according to your requirement and configure the database for the required services.

After using the tools for ASPNET for managing Web applications, let’s discuss configuring ASP.NET
applications in the IIS.

Configuring ASP.NET Applications in IIS

Nowadays, configuring ASP.NET applications has become quite easy with the help of IS Manager. You can

open the IIS Manager window by entering inetmgr in the Run dialog box. Figure 24.22 shows the IIS Manager
window:
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Figure 24.22: IS Manager Window
Expand the nodes on the left pane of the IIS Manager window. You will find a Web Sites node, which contains
all the sites configured to work with IIS. In the Web Site node, right-click the website that you want to configure.

You notice that the options available to you for the configuration of ASP NET applications will appear in the [I5
Manager window, as shown in Figure 24.23:
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Figure 24.23: Configuration Options in the IS Manager Window
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With the options available in the IIS Manager window, you can completely configure ASP.NET applications or
even the 1IS itself. You can also select the actions to be performed from the Actions pane on the right side of the
IIS Manager window. You can even configure some of the basic settings of the sites by clicking the Basic Settings
link in the Actions pane. An Edit Application dialog box appears, as shown in Figure 24.24:
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Figure 24.24: The Edit Application Dialog Box

The Edit Application dialog box displays the following items:

a
Q

Q

The name of the website.

The Application pool, which is used for the application. There are two options in the Application pool,
DetaultAppPool (which uses .NET Framework 2.0 and integrated pipeline mode) and Classic .NET
AppPool (which uses NET Framework 2.0 and classic pipeline mode). ‘

The Physical path, which contains the location of the ASP.NET application.

In addition to the basic settings of the applications, some options provided to you through the icons in the 1IS
Manager window are as follows: :

u}

Q

-NET Compilation —Specifies the compilation and running process of the application. You can also define
the default language that is used in the compilation process, such as VB.

-NET Globalization —Enables in specifying the way in which the ASP.NET application is expected to deal
with the culture and the encoding of the requests and responses, such as UTF-8, UTF-6, and US-ASCIL
-NET Profile —Specifies the way in which the ASP.NET application is expected to deal with the ASP.NET
personalization system. You can also specify the provider that is used by the system. By default,
AspNetSqlProfileProvider provider is used,

-NET Roles — Adds the roles to the ASP.NET application, which is used in the role-based management.
-NET Trust Levels —Specify the level of security applied to the application through specific, pre-generated
configuration  file, such as, web_hightrust.config, web mediumtrust.config, and
web lowtrust.config. By default, the application uses the web . config file.

.Net Users ~ Enable the ASP.NET application to work with the ASP.NET membership system. You can add
a user by providing certain details, such as username, password, security question and its answer, and the
role of the user.

Connection Strings — Add connection strings to your ASP.NET application. The default connection string
used by the ASPNET application is LocalSqlServer. You can also modify or delete the existing
connections strings,

Pages and Controls —Specify the settings that control ASP.NET pages (. aspx) and user controls (. ascx) in
the application.

Providers —Specify the providers for the ASP.NET application. There are two providers,
AspNetSqlRoleProvider and AspNetWindowsTokenRoleProvider, defined for the NET Roles
engine. The AspNetsSglMembershipProvider provider is defined for.NET users, and the
AspNetSqiProfileProvider provider is defined for the NET profile. All these providers are specified
by default.
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o

Session State—Enables you to determine the administration of the state management for the ASP.NET
application. You can apply the staie management to the application in a number of ways that includes
Session state mode, Cookieless mode, and Session timeout mode.

SMTP E-mail — Enables you to work with the applications that deliver e-mails.

These are some of the options through which you can configure your ASP.NET application in 1IS and manage
and make your Web applications error free.

Summary

In this chapter, we have learned how to use various tools (ASPNET REGIIS, ASPNET REGSQL, and ASP.NET
Web Site Administration tools) for managing Web applications. Further, we have also verified the configuration
settings of Web applications and used the ProtectSection method to protect Web applications. We have also
learned how to configure ASP.NET applications in TIS.

In the next chapter, you learn about Application Globalization.

Quick Revise

Q1.  Define web.config and machine.config configuration files?

Ans:  The machine.config file is a server-specific configuration file, whereas a web.config file is an application-
specific configuration file. The default configuration settings for all the Web applications of ASP.NET
3.5, are given in the machine.config file. The application-specific configuration settings specified in the
web.config file are applied to all the child directories. If a web.config file is present in the root directory
of a Web application, then the configuration settings specified are applied to the entire Web application.

Q2.  What is process model in ASP.NET?

Ans:  The Process model in ASP.NET protects the processes running on the server from being modified by the
end user. The process model configuration settings determine the time for a new process to start serving
the requests sent by the requesting client.

Q3. What is the difference between reactive process recycling and proactive process recycling?

Ans:  Reactive process recycling restarts a process when the process is not able to complete requests sent by the
client computer. Various conditions, such as deadlocks and access violations, might cause a process to
restart whereas Proactive process recycling restarts a process periodically even if there is no error in the
process. In proactive process recycling, a process restarts after the completion of a specific number of
requests or the time-out period.

Q4. What is ASP.NET MMC Snap-In tool?

Ans:  ASP.NET MMC 5nap-In is a management tool that enables you to modify the settings of the web.config
and machine.config files. The MMC Snap-In tool helps in configuring the settings for the applications
deployed on a Web server.

Q5. What is ASPNET_REGIIS tool? -

Ans:  The aspnet_regiis tool is a command line tool in .NET Framework, which is available in the version-
specific framework directory under the Microsoft. NET\ Framework subdirectory of the Windows system
folder. When multiple websites are hosted on a Web server and each of these websites is bound to a
particular version of .NET Framework, the aspnet_regiis tool proves to be quite useful. This is because it
is shipped with each version of the framework. To simplify the configuration process for an ASP.NET
application, each version of ASP.NET comes with a linked version of the aspnet_regiis tool.

Q6.  The ProtectSection method is used to decrypt the configuration sections of the web.config file.
(True/False)

Ans: False

Q7. What is ASP.NET Web Site Administration tool?

Ans: The ASP.NET Web Site Administration Tool is used to configure the application settings and security

settings of an ASP NET Web application.
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Q8.

Ans;

Q9.

Q10.

Ans:

Define Aspnet_regsql tool?

The Aspnet_regsql tool is a command line tool used to create a Microsoft SQL Server database. The

Microsoft SQL Server database that is created with the help of the Aspnet_regsql tool is used by SQL

Server providers in ASP.NET and is also used for adding or removing options from the existing

database.

Describe various tabs available on the Web Site Administration page?

The tabs available on the Web Site Administration page are as follows:

O Home tab—Enables to return to the home page of the Web Site Administration tool.

O Security tab—Manages the user accounts associated with websites that are accessing a Web
application, creates roles for the users, and provides different access rules for the users. For example,
you might create roles, such as managers and members, and provide different access rights to
specific folders.

O Application tab—Manages the settings to determine how a Web application sends an e-mail. The
settings are, for example, SMTP and other application settings. In addition, the settings also enable
you to determine the online and offline settings of a Web application.

O  Provider tab— Configures providers for storing website management data.

Which attribute in the <processModel> configuration section of the machine.config file writes process

model events to the Windows event log when the process cycling events occur?

logLevel attribute



